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Introduction:
FY Travel Charge Card Management Plan




Background

* The Department is obligated to report its annual charge card management
plan to OMB each January

* Travel charge cards are established for the Government via the Federal
Travel Regulation

» The Agency Senior Travel Official is delegated authority to establish and
integrate travel policy with the Department’s financial policy, and to oversee
the execution of associated programs

» PSC has prepared a Travel Charge Card Management Plan that will serve as
the Department’s “playbook”




Background

 Approximately 25 laws, regulations, Executive Orders, directives,
instructions, reviews/assessments, and policies establish with certainty an
Agency’s obligation to properly manage CBA and IBA travel charge cards as
a performance-based program

* One key document is OMB A-123, Appendix B
 Nearly 300 hours devoted to research, aligning the various sources,

cataloging what’s currently done, establishing the connectivity to HHS, and
defining an achievable/actionable path
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Features: Design IMPORT Ny
The plan is a near- :
° I lete draft.
A structured travel program integrator . Wﬁf[)"epﬁenznzfd .
 Explanatory; has utility your input considered.

« Answers the question, “What must | do?”
 Non-disruptive, but action-oriented

» An emphasis on “informed compliance”
» The employee is informed —they understand the “Why?”-- so they comply

 Performance-based & positioned to mature
« Aligns to performance obligations and objectives
 Performance measures are being established
* The effectiveness of the control activities will be assessed



Features: Design

* Primary areas associated with the five key OMB A-123 obligations:
* Risk management
» Strategic sourcing
e Training
 Refunds (Rebates)
 Tax Recovery



Features: Design

* Action-oriented & performance-based

* More than 150 control activities
» Most are required or already performed
« This will continue to grow as the plan matures and is re-published each year

* Aligns to performance obligations and objectives
 Performance measures are being established
* The effectiveness of the control activities will be assessed



Features: PSC Card Program Management Objectives

 Immediately reinvigorate internal (management) control of the Department’s
collective Travel Charge Card Program

 Reduce Risk of loss of internal (management) control over financial operations,
program management and mission readiness

» Meet the Department’s various obligations set forth in laws, regulations and
directives

 Advance overall mission readiness
» Establish Department-wide Travel Charge Card Program Management uniformity
» Compel employee cooperation through “informed compliance”



Features: HHS FY20 Performance Outcomes

* Promote a climate of internal (management) control over the
Department’s travel charge card program through a control
environment, through risk assessment, by the application of
control activities, performing monitoring, and by communicating

 Reduce the |IBA travel charge card delinquency rate
» Maximize the overall IBA and CBA travel charge card rebate rate
 Make CBA payments in a timely fashion



Features: HHS FY20 Performance Outcomes

* Promote payment efficiency and accuracy by reducing risk of erroneous or
improper payments applied applicable to IBAs

» Establish a minimal level of workforce competence with regards to IBAs and
CBAs, and maintaining it

* Promote accurate CBA reconciliations
 Automate CBA reconciliations
 Reduce risk of travel charge card abuse/misuse



Next steps

 Seeking input on performance measures

e “SMART”
 Specific, Measurable, Attainable, Relevant and Time-based

 Agency/Organization Program Coordinators must:
 Review by Aug. 2, 2019

* Introduce the draft to their respective Operational Divisions
* Provide feedback to PSC by Aug. 13, 2019
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SMART performance refresher

 Specific
» E.g. “100 percent of IBA travel charge cardholders will complete training....”
» Measurable

« (Quantitative v. Qualitative
* Numerically expressed: how many; how much; how often.
» Measures of “types”; “it’s reasonable to conclude”

Attainable

 The art of the possible
Relevant

 (Qutcome’s important. Throughputs aren’t
Time-based

« When it will be achieved; the target to shoot for



Input needed

* A managed input process is necessary to ensure that your expertise is
factored

» PSC seeks substantive input

* Input should be suggestive; be relevant to the topic
« What’s needed to be successful

Draft

* Please refrain from editing: B 2
« Grammar, spelling or word choice changes Hovamert M
 Format

 We will not be able to address questions or commentary



Control Activities

		Control Activity Number		Category of Applicability:		Element 11 Applicability (Training, Risk Management, Refunds, Tax Recovery, Strategic Sourcing)		Control Activity		Mandatory or Optional		Control Owner		Performance Measure and KPIs		FY20 Program Performance Outcomes

(Outcome Desired; What Effectiveness Looks Like)

				IBA		Risk Management		All employees shall apply for an IBA travel charge card prior to requesting to perform TDY or being assigned to TDY.		Mandatory		Travel Charge Card A/OPC		70% of workforce has an IBA travel charge card priort to traveling. 

				IBA/CBA		Risk Management		The credit worthiness of all new IBA and CBA travel charge applicants shall be assessed, including employees transferring to an HHS Operational Division or Staff Division from a non-HHS Federal Agency.		Mandatory		Travel Charge Card A/OPC		100% of new IBA and CBA travel charge card applicants have their credit checked. 

				IBA/CBA		Risk Management		Travel Charge Card A/OPCs shall attend the Travel Charge Card A/OPC information and training meeting hosted monthly by the Program Support Center.		Mandatory		Program Support Center		Travel Charge Card A/OPCs shall attend 80 percent or more meetings.

				IBA		Risk Management		Travel Charge Card A/OPCs shall monitor IBA travel charge card cash advances to ensure they are performed within the rules prescribed by policy, including daily amount and number of withdrawal limits set by the Department. 		Mandatory		Travel Charge Card A/OPC

				IBA/CBA		Training		The Program Support Center shall develop “Proper Supervision of Federal Travel” course and post it to the HHS Learning Management System.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		When a cardholder makes an improper purchase, the cardholder shall: (a) reimburse the government for the cost of the purchase and (b) be subject to disciplinary action.		Mandatory		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		In instance where an official directs an erroneous purchase to be made by a cardholder or directs a cardholder to purchase items or services that are subsequently determined to be improper, the official who directed the purchase shall, in accordance with agency policy: (a) reimburse the government and (b) be subject to disciplinary action.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		The credit worthiness of an employee who transfers from an HHS Operational Division or Staff Division to another HHS Operational Divison or Staff Division should be assessed prior to the employee being authorized to be issued an IBA travel charge card, or their existing IBA travel charge card moved between the Operational Division or Staff Division hierarchies established in the bank’s card management system.		Optional		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		Supervisors shall initiate administrative and/or disciplinary actions for each occurrence of charge card misuse by an employee. 		Mandatory		Supervisors

				IBA/CBA		Risk Management		Travel charge card A/OPCs shall obtain a count of each referral of administrative and/or disciplinary action for each occurrence of charge card misuse by an employee for monthly reporting to the Program Support Center.		Mandatory		Travel Charge Card A/OPC

				CBA		Risk Management		CBA travel charge cards shall remain with the Operational Division they were first established with.  They shall not be moved between the Operational Divisions or Staff Divisions hierarchies established in the bank’s card management system.		Mandatory		Program Support Center

				CBA		Risk Management		To prevent improper use by other persons, upon the departure, retirement, transfer, relief, termination or death of a CBA charge cardholder, the E-government Travel Services contractor’s Travel Management Center instructions shall be updated to cancel all permissions associated with that CBA cardholder’s name, and the instructions shall be delivered to the contractor by the assigned contracting officer.		Mandatory		Program Support Center

				CBA		Risk Management		To prevent improper authorization of charges to CBA travel charge cards, the Program Support Center shall establish a challenge/password system with the E-government Travel Services contractor to be used by Travel Management Center agents seeking approval to apply charges to CBA travel charge cards.		Mandatory		Program Support Center

				CBA		Risk Management		The Program Support Center shall devise and apply a means to periodically test the challenge/password system established with the E-government Travel Services contractor and in use by Travel Management Center agents.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		Each Operational Division shall perform a risk self assessment using the Program Support Center-provided template one time per fiscal quarter and submit it to the Program Support Center. 		Mandatory		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		The Program Support Center shall, once per quarter, aggregate the travel charge card risk self assessments produced by the Operational Divisions and Staff Divisions to produce an overall "risk health" snapshot of the Department. 		Mandatory		Program Support Center

				IBA/CBA		Risk Management		The Program Support Center shall produce a annual Travel Charge Card Risk Health Report from the Operational Divisions' and Staff Divisions' quarterly risk assessments.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		The Program Support Center shall report the quarterly Risk Health Snapshot to the HHS Travel Governance Council, along with observations concerning the results and recommendations for improving the overall trave charge card program's risk health.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		The Program Support Center shall train Travel Charge Card A/OPCs on their duties and responsibilities before the A/OPC assumes the role. 		Mandatory		Program Support Center

				IBA/CBA		Risk Management		The Program Support Center shall host an annual Travel Charge Card A/OPC training sessions on travel charge card risk management.  The annual training will be delivered in two sessions on different days to affort Travel Charge Card A/OPCs opportunity to attend. 		Mandatory		Program Support Center

				IBA/CBA		Risk Management		Travel Charge Card A/OPCs shall participate in at least one travel charge card risk management training session annually.		Mandatory		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		IBA and CBA travel charge card usage shall be reinforced by the use of a Bank Indentification Number (BIN) restriction being emplaced in the E-government Travel System.		Mandatory		Program Support Center

				IBA/CBA		Refunds		IBA and CBA travel charge card usage shall be reinforced by issuing technical instructions to the E-government Travel Services contractor  that it shall not accept personal credit cards from employees for the purpose of making any type of travel reservation or for paying for any type of travel service.  		Mandatory		Program Support Center

				IBA/CBA		Risk Management		IBA and CBA travel charge card usage shall be reinforced by issuing technical instructions to the E-government Travel Services contractor to not perform travel reservation and fulfillment services for employees who do not have an E-government Travel System (ETS) user profile established prior to a request for services to a Travel Management Center travel agent by an employee. 		Mandatory		Program Support Center

				IBA		Refunds		The E-government Travel System and the Department’s Core Financial Management System, consisting of the National Business System, the Unified Financial Management System and the Healthcare Integrated General Ledger Accounting System, shall be programmed to split travel voucher reimbursement disbursements between the employee’s personal bank account and the IBA travel charge card.		Mandatory		Program Support Center

				IBA		Refunds		The E-government Travel System shall be configured to direct the Department’s Core Financial Management System, consisting of the National Business System, the Unified Financial Management System and the Healthcare Integrated General Ledger Accounting System, to disburse payments for lodging expenses, rental car expenses and Common Carrier transportation to be paid to the IBA travel charge card.  		Mandatory		Program Support Center

				CBA		Risk Management		The E-government Travel System shall be configured so that any travel expenses paid using the CBA travel charge card shall not be reimbursable to any employee.     		Mandatory		Program Support Center

				IBA/CBA		Refunds		To maximize the refunds received by the Department respective bureaus of the Department’s Core Financial Management System, consisting of the National Business System, the Unified Financial Management System and the Healthcare Integrated General Ledger Accounting System, shall be programmed so that all fees associated with the E-government Travel System are channeled through the either CBA or IBA travel charge cards.  Travel services providers shall not be paid for use of the ETS directly unless specified by a contract. 		Mandatory		Program Support Center

				IBA/CBA		Risk Management		To reduce risk of improper payments and to ensure uniform compliance with OMB A-123, Appendix B and this plan, E-government Travel Services contractors shall be issued technical instructions, via an HHS contracting officer, to identify and disable any and all coding that overrides E-government Travel System configuration settings pertaining to forms of payment and methods of payment.   These instructions shall explicity direct the contractor to verify in writing to the contracting officer that the contractor’s sub-contractors shall perform to this requirement.		Mandatory		Program Support Center

				IBA		Refunds		The IBA travel charge card shall be the primary financial instrument for paying travel expenses.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Individual employees not meeting one of the three Federal Travel Regulation exemptions to using the IBA travel charge card, but who seek to be exempted from using the IBA travel charge card, shall apply in writing to the Agency Senior Travel Official for exemption. 		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		IBA travel charge card usage shall be monitored through reports at least one time per month.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		IBA travel charge cards not used in the 90 days prior to the month’s usage monitoring shall have their credit lines reduced to $1.		Optional		Travel Charge Card A/OPC

				IBA		Risk Management		An employee whose IBA travel charge cards has been suspended or canceled for abuse or non-payment shall not travel or have the IBA travel charge card reinstated until the employee has completed retraining and settled the full amount of any delinquent amounts.		Mandatory		Senior Travel Officials

				IBA		Risk Management		Supervisors shall ensure employees apply for an IBA travel charge card before endorsing petitions to the Agency Senior Travel Offical for the employee to be waived from using the Government IBA travel charge card.		Mandatory		Senior Travel Officials

				IBA		Refunds		Employees who desire to be expempt from using the IBA travel charge card for official Governent Temporary Duty shall first complete IBA travel charge card training and apply for an IBA travel charge to the servicing bank. 		Mandatory		Senior Travel Officials

				IBA		Risk Management		Employees who desire to be exempt from using the IBA travel charge card for official Government TDY shall be in receipt of the bank's formal denial of their IBA travel charge card application before petitioning the Agency Senior Travel Official for authorization to be waived from using the IBA travel charge card. 		Mandatory		Senior Travel Officials

				IBA		Risk Management		The Program Support Center shall manage the process for employee petitions to be waived from using the IBA travel charge card for official travel. 		Mandatory

Administrator: Administrator:
		Program Support Center

				IBA		Risk Management		The Agency Senior Travel Official shall report all approved waivers from using the IBA travel charge card to the General Services Administration in accordance with the Federal Travel Regulation. 		Mandatory		Program Support Center

				IBA		Refunds		Effective June 1, 2020, one hundred percent of payments from approved travel expense vouchers shall be paid to the IBA travel charge card, including amounts due for M&IE, lodging, Common Carrier Transportation, taxicabs, taxes, Transportation Network Companies, parking, shuttle services, tips, baggage fees, medical appliance rental, and any and all expenses.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		Operational Divisions may perform a travel charge card program risk self-assessment monthly.		Optional		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		Operational Divisions shall perform a travel charge card program risk self-assessment once per quarter according to a schedule published by the Program Support Center.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		In a format and according to categories prescribed by the Program Support Center, Operational Divisions shall report to PSC monthly the counts of adverse action for travel charge card abuse/misuse.  Staff Divisions shall report this through the Office of the Secretary.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		All travel charge card delinquency that is 179 days old shall be referred to the Program Support Center as “Federal Non-Tax Debt” for transmittal to the Department of Treasury, Bureau of Fiscal service on the 180th day so that offset may be performed in accordance with the Debt Collection Improvement Act of 1996.		Mandatory		Program Support Center

				IBA		Risk Management		Requests by the bank to initiate salary offset due to IBA travel charge card delinquency shall be acknowledged by e-mail response to the bank within 24 hours of receipt by an Agency/Organizaton Program Coordinator or an Approving Official.  		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		Requests by the bank to initiate salary offset due to IBA travel charge card delinquency shall be submitted to the Program Support Center, Financial Management Portfolio, Accounting Services within five days of receipt.     		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		The Program Support Center shall initiate salary offsets requested by the bank within 30 days of receipt of the bank’s request.		Mandatory		Program Support Center

				IBA		Risk Management		The Program Support Center shall notify employees whose salary shall be offset for IBA travel charge card delinquency of the due process rights entitlement upon executing the bank’s request to initiate salary offset.		Mandatory		Program Support Center

				IBA		Risk Management		Operational Divisions may initiate salary offset of IBA travel charge indebtedness due to delinquency on the 61st day of lateness and up to the 179th day of lateness.  Initiation of salary offset shall preclude referral of the indebtedness to the Department of Treasury, Bureau of Fiscal Service. 		Optional		Travel Charge Card A/OPC

				IBA		Training		The Program Support Center shall host a monthly travel charge card program information and training meetings for A/OPCs.		Mandatory		Program Support Center

				IBA/CBA		Training		The Program Support Center shall publish a technical bulletin to the workforce and travel program community every other month to convey travel charge card program information, including information associated with internal control.		Mandatory		Program Support Center

				IBA		Refunds		“Split Disbursement” shall be applied to all Common Carrier Transportation (air/rail/bus), rental cars and lodging so that these expenses are reimbursed directly to the IBA travel charge card, and this shall remain in effect until such time as the full travel expense voucher reimbursement is established as payable directly to the IBA travel charge card. 		Mandatory		Program Support Center

				IBA		Risk Management		Employees bearing an IBA travel charge card, regardless of whether not the card is active, suspended or canceled, shall not be authorized advance payment of travel expenses. 		Mandatory		Senior Travel Officials

				IBA		Risk Management		Employees who are subject to any form of offset (salary, tax, retirement, student debt, and travel), or wage garnishment, shall not be authorized advance payment of travel expenses.  These employees shall be brought into compliance through training, coaching, and corrective management action, and they shall apply for reinstatement of IBA travel charge card privileges by application to the bank upon completion of retraining. 		Mandatory		Senior Travel Officials

				IBA/CBA		Risk Management		Travel charge cards shall not be issued to contractors or persons not in the direct employ of the U.S Department of Health and Human Services, its Operational Divisions or its Staff Divisions.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		Employees whose IBA travel charge card privileges have been canceled shall not be authorized to perform TDY until the conduct has been addressed and any indebtedness to the bank resolved through either voluntary payment or offset. 		Mandatory		Senior Travel Officials

				IBA		Risk Management		Employees who appear on the IBA delinquency report shall be notified by direct e-mail one time to resolve the delinquency immediately or face adverse administrative action and collection. 		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		Employees who are late paying an IBA travel charge card balance in full as of the 61st day of lateness shall be formally recommended for administrative action according to the HHS human resources policies.		Mandatory		Senior Travel Officials

				IBA		Risk Management		Operational Division Senior Travel Officials shall be notified of IBA travel charge card delinquencies when the delinquency has aged to 61 days.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		Employees whose IBA travel charge card privileges have been canceled shall settle any indebtedness to the bank or Government and be re-trained on proper use of the IBA travel charge card before re-applying for an IBA travel charge card.  		Mandatory		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		Travel Charge Card A/OPCs shall monitor travel charge card usage, travel authorizations, and travel expense vouchers to detect travel charge card abuse or misuse, and shall make formal notification to Operational Division Executive Management of all suspected travel charge card abuse or misuse, taking care to capture and provide any supporting evidence. 		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		The IBA travel charge card is the payment mechanism provided to employees to enable them to perform TDY.   Employees who refuse to apply for and/or use the travel charge card for official travel shall not be exempted from use of the IBA travel charge card and shall not be authorized advance payment of travel expenses.  Refusal to apply for and use an IBA travel charge card shall be addressed as a matter of conduct.		Mandatory		Senior Travel Officials

				IBA		Risk Management		In accordance with FTR 301-71.303, the following data must be captured for each request for advanced payment of travel expenses:
- Name of the employee
- Social Security Number of the employee
- Amount of each advance payment of travel expenses
- The date the advance payment of travel expenses was paid
- The date the reconciliation of the unused portion of the advance payment of travel expenses		Mandatory		Senior Travel Officials

				IBA/CBA		Risk Management		Operational Divisions should appoint a Lead Agency/Organization Point of Contact who reports to the Senior Travel Official for the purpose of overseeing and managing the Operational Division’s travel charge card program area.		Optional		Senior Travel Officials

				IBA/CBA		Risk Management		Operational Divisions’ Travel Charge Card A/OPCs shall actively participate in OIG risk assessments and take corrective action to address risks identified for the purpose of reducing the risk ratings to “Low.”		Mandatory		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		Operational Divisions that receive one OIG risk assessment rating of “High” shall implement all mandatory and optional control activities of the HHS Travel Charge Card Management Plan within 90 days of notice to the Senior Travel Official by the Program Support Center.		Mandatory		Senior Travel Officials

				IBA/CBA		Risk Management		Operational Divisions that receive two OIG risk assessment rating of “Moderate” shall submit to the Program Support Center a Plan of Action and Milestones (POAM) for addressing risks identified in the assessment.  The POAM is due from the Senior Travel Official to the Agency Senior Travel Official within 90 days of notification by the Program Support Center and shall demonstrate efforts to reduce travel charge card risk in a measurable way.  Progress reports shall be due to the ASTO every 90 days thereafter until the risks identified are mitigated.		Mandatory		Senior Travel Officials

				IBA/CBA		Risk Management		Operational Divisions should establish control activities designed to augment the control activities of this plan for the purpose of meeting this plan’s intent and objectives.		Optional		Travel Charge Card A/OPC

				CBA		Risk Management		CBA travel charge cards shall be used for Common Carrier transportation purchases (air/rail/bus) and associated Travel Authorization and Voucher service fees, and shall not be used for rental vehicles, lodging or other purchase.		Mandatory		CBA Approving Official

				CBA		Risk Management		The CBA travel charge card shall be the secondary financial instrument for paying travel expenses.		Mandatory		Senior Travel Officials

				CBA		Risk Management		The CBA shall be used only in a manner that directly ties the travel purchase to an individual employee’s travel authorization.		Mandatory		CBA Approving Official

				IBA/CBA		Risk Management		“Same As Reservation” shall be used for all TDY to ensure the Travel Authorization and Vouchering Service fees remain aligned to the form of Common Carrier transportation to facilitate travel charge card statement.		Mandatory		Program Support Center

				CBA		Risk Management		Centrall Billed Account Approving Officials shall authorize all purchases except for automated Travel Authorization and Vouchering Service fees (ETS fees/TMC fees) before the expense is charged to the CBA travel charge card. 		Mandatory		CBA Approving Official

				IBA/CBA		Risk Management		Operational Divisions shall take --at a minimum-- the following action for each instance of travel charge abuse/misuse by an employee:  1) Verbally counsel and issue a letter of counseling/reprimand to the employee; and 2) impose additional disciplinary actions deemed appropriate by the Operational Division.		Mandatory		Senior Travel Officials

				IBA/CBA		Risk Management		When an employee is determined to have abused/misused an IBA or CBA travel charge card, the card shall be deactivated, suspend or canceled at the discretion of the Operational Divison.  		Optional		Travel Charge Card A/OPC

				CBA		Risk Management		For TMC requests to apply charges to a CBA travel charge card, CBA cardholders shall keep accurate logs of all authorized and unauthorized purchases.  Logs shall include the following data elements: 
- Name of employee traveling
- Travel authorization number (TANUM) or Auto-TANUM
- Start date of TDY
- End date of TDY
- Common Carrier (name of airline, bus line, or rail line)
- The Common Accounting Number assigned to the travel authorization
- Ticket number when available
- Date of transaction
- Amount of transaction
- Name of servicing Travel Management Center
- Name of servicing Travel Management Center travel agent
- CBA cardholder name
- CBA Approving Official name		Mandatory		CBA Cardholders

				CBA		Risk Management		For unauthorized purchases, the log shall denote the date of the charge, the TDY the charge was associated with, any other data or information associated with the unauthorized purchase, and the date/time of discovery.  If the charge was erroneous, then the date the charge was disputed in the bank’s system shall be documented along with any case/issue numbers assigned and other such pertinent information.   Subsequent records of the resolution applied or final decision made, such as reversal of charges, credit applied, declination by bank to correct, etc., etc., shall also be documented.		Mandatory		CBA Cardholders

				CBA		Refunds		CBA travel charge card invoices shall be paid within 48 hours of receipt by the Operational Division, regardless of whether or not they have been reconciled.		Optional		CBA Approving Official

				CBA		Risk Management		CBA charge cardholders shall perform full reconciliation of charges applied to their CBA card within 10 days of the invoice issuance.		Optional		CBA Approving Official

				CBA		Risk Management		Operational Divisions shall establish written plans and procedures for performing full reconciliation of charges applied to CBA travel charge cards, to include the timeframes the reconciliations must be performed within.		Mandatory		Senior Travel Officials

				CBA		Refunds		CBA cardholders shall dispute any improper charges applied to the CBA travel charge card within 12 calendar days of issuance of the CBA monthly statement, and shall log the charge, the date of dispute and any control number provided.  Disputed charges shall be tracked and managed through resolution.		Mandatory		CBA Cardholders

				CBA		Risk Management		Amounts certified for payment to the bank for CBA charges shall be less any disputed amounts.		Mandatory		CBA Cardholders

				CBA		Strategic Sourcing		The CBA shall be used only through the designated TMC or the E-government Travel System in procurring travel services and products.		Mandatory		CBA Approving Official

				CBA		Strategic Sourcing		When lodging is procurred in blocks for employees to be assigned to, then each room shall be aligned to employees’ TDY travel authorizations		Mandatory		CBA Approving Official

				CBA		Risk Management		A hotel room shall not be procured using either an IBA or CBA travel charge card if the hotel room is not directly associated with an individual employee’s approved travel authorization.		Mandatory		CBA Approving Official

				CBA		Tax Recovery		Lodging taxes shall not be applied to CBA travel charge cards. 		Mandatory		CBA Cardholders

				CBA		Risk Management		Non-lodging purchases such as room service, alcohol, laundry, mini-bars, paid television channels or movie feeds/streams, wi-fi, room or room furnishing repairs, or any other charges shall not be applied to CBA travel charge cards. 		Mandatory		CBA Cardholders

				CBA		Risk Management		Each memo-level account shall have not more than two approvers who may authorize charges to be applied to the card: one primary approver, and one alternate approver. 		Mandatory		Program Support Center

				CBA		Training		CBA Cardholders shall be trained to properly review travel authorizations and vouchers to prevent an individual from being reimbursed for travel expenses already paid by the Government directly to the bank are not also reimbursed to an employee or an employee's individually-billed account		Mandatory		Senior Travel Officials

				CBA		Risk Management		When it is determined during the CBA reconciliation process that an expense that has been paid for by the Government and has been improperly reimbursed, the CBA cardholder shall either:

-  Dispute the charge within the timeframes established by the SmartPay contract, or

- If the dispute timeframe has elapsed, then refer the improper payment to the Program Support Center so that offset may be initiated. 		Mandatory		CBA Cardholders

				IBA		Risk Management		IBA travel charge card delinquency rates shall be tabulated and reported by the Program Support Center in the following forums:
- The quarterly Travel Governance Council
- The monthly Travel Leadership Coalition
- The monthly Travel Charge Card A/OPC meeting		Mandatory		Program Support Center

				IBA		Risk Management		IBA travel charge card delinquency rates and names of delinquent employees should be reported to Operational Division heads each month. 		Optional		Senior Travel Officials

				IBA		Risk Management		Senior Travel Officials should provide Operational Division heads with a plan of action each month as to how the month’s IBA travel charge card delinquencies shall be addressed.		Optional		Senior Travel Officials

				IBA/CBA		Training		PSC will develop a training seminar to be hosted annually that will consist of a one hour segment dedicated to travel charge card policy and internal control.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		Employees shall not book any common carrier fare that does not provide a refund to the IBA travel charge card		Mandatory		CBA Cardholders

				IBA		Risk Management		Employees shall not accept coupons or vouchers in lieu of a refund to the IBA travel charge card		Mandatory		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		If common carriers (air, rail or bus) have ticket refund policies that do not provide full or partial reimbursement to the travel charge card used, then that form of transportation shall not be used.		Mandatory		Travel Charge Card A/OPC

				CBA		Risk Management		Employees shall not accept Amtrak coupons or vouchers in lieu of full or partial refund to the CBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA/CBA		Strategic Sourcing		IBA and CBA travel charge cards shall not be used to book non-City Pairs Program “out-of-contract / out-of-channel” tickets except for international air fare operating on specialized routes not served by City Pairs Program airlines or U.S. flagged airlines (Fly America Act).		Mandatory		Senior Travel Officials

				IBA/CBA		Strategic Sourcing		IBA and CBA travel charge cards shall not be used to book non-FedRooms lodging “out-of-contract / out-of-channel.” 		Mandatory		Senior Travel Officials

				IBA/CBA		Strategic Sourcing		IBA travel charge cards shall not be used to book non-FedRooms lodging directly with “out-of-contract / out-of-channel” hotels or through other means such as hotel room aggregator sites or Smart Phone/computer applications except with supervisory pre-approval documented in the E-government Travel System before the start of the TDY and because of FedRooms lodging inavailability. 		Mandatory		Senior Travel Officials

				CBA		Training		CBA Cardholders shall be trained to properly review travel authorizations and vouchers to prevent or detect of improper payments to employees for travel expenses that are planned, scheduled to be, or already paid to the bank by the Government. 		Mandatory		Travel Charge Card A/OPC

				CBA		Risk Management		When determined during the CBA reconciliation process that an expense that has been already paid by Government using a CBA travel charge card and that same expense was improperly claimed and reimbursed, then the CBA cardholder shall either:

- Dispute the charge within the timeframes established by the SmartPay contract, or

- If the dispute timeframe has elapsed, then request salary offset of the expense to the Program Support Center, Financial Management Portfolio, Accounting Services branch.  		Mandatory		CBA Cardholders

				CBA		Risk Management		Limit the Number of Approvers Per CBA travel charge cards: Each memo-level account shall have not more than two approvers who may authorize charges to be applied to the card: one primary approver, and one alternate approver.		Mandatory		Senior Travel Officials

				IBA		Training		Federal Travel Supervisory Approvers shall be trained to properly review travel authorizations and vouchers to prevent an individual from being reimbursed for travel expenses already paid by the Government directly to the bank are not also reimbursed to an employee or an employee's individually-billed account.		Mandatory		Program Support Center

				IBA		Risk Management		Employees shall not make alcohol purchases, including with meals, hotel room service or any other means, using an IBA travel charge card.		Mandatory		Senior Travel Officials

				IBA		Risk Management		The IBA travel charge card shall be used only by the employee whose name is embossed on the IBA travel charge card and only to make travel-related purchases for their own self.		Mandatory		Senior Travel Officials

				CBA		Risk Management		The CBA travel charge card shall be used to purchase Common Carrier transportation (air/rail/bus) for Invitational Travelers.  		Mandatory		CBA Cardholders

				IBA		Risk Management		The contract-provided Travel Management Center’s travel agents shall apply Common Carrier transportation (air/rail/bus), lodging, and rental cars charges to the IBA travel charge card of the employee who is authorized to travel and no other person.   The name the ticket or reservation is assigned to must match the ETS user profile and/or the name embossed on the IBA travel charge card.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		Employees and supervisors shall review travel expense vouchers to ensure that the method of payment for each expense listed on the voucher is the same as the method of payment for each expense listed on the travel authorization.		Mandatory		Senior Travel Officials

				IBA		Risk Management		Employees shall not book any common carrier fare using an IBA travel charge card that does not provide a refund to the IBA travel charge card.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		To reduce the risk of unused tickets, non-refundable common carrier fares of any type or form of transportation shall not be used by the Department		Mandatory		Program Support Center

				IBA		Risk Management		Operational Divisions shall establish internal procedures for initating offsets due to the IBA travel charge card indebtedness that conform to the procedures and requirements established by the Program Support Center, Financial Management Portfolio, Accounting Service branch.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		Operational Divisions shall report one time each fiscal quarter the count of IBA travel charge card indebtedness-related salary offsets referred to PSC in the preceding three months.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		Operational Divisions should report one time each month the count of IBA travel charge card indebtedness-related salary offsets referred to PSC.		Optional		Travel Charge Card A/OPC

				IBA/CBA		Risk Management		Travel expenses for/by employees who bear an IBA travel charge card shall not be applied to a CBA travel charge card.		Mandatory		Program Support Center

				IBA		Risk Management		An employee shall not be issued more than one IBA at a time by the bank.		Mandatory		Program Support Center

				CBA		Risk Management		An employee shall not be issued more than one CBA at a time by the bank.		Mandatory		Program Support Center

				IBA/CBA		Risk Management		The Program Support Center shall report to the Office of the Assistant Secretary for Financial Resources, for reporting to the Office of Management and Budget, the following data:

- Number of IBA travel charge cards
- Number of CBA travel charge cards
- Percentage of employees who are cardholders
- Net number of new accounts (new less canceled)
- Charge card dollars spent; total refunds earned; percentage of potential refunds earned
- Number of cases report to the HHS Office of Inspector General or the Agency/Organization Program Coordinator for possible IBA or CBA card misuse and/or abuse
- Numbe of administrative and/or discplinary actions take for card misuse, including delinquency
- Number of administrative and/or disciplinary actions taken for convenience check misuse
- Number and percentage of travel charge cards with monthly and/or transaction limites ($0-$3,000; $3001 - $5000; $5001 - $7500; $7501 - above)
- Percent of card 
- Number and percentage of travel charge cards with ATM withdrawal limits ($0 - $3,000; $3,001 - $5,000; $5,001 - $7,500; $7,501 – above.)
- Percentage of employees identified by the Department as infrequent travelers		Mandatory		Program Support Center

				IBA		Risk Management		The Program Support Center shall report to the Office of the Assistant Secretary for Financial Resources, for reporting to the Office of Management and Budget, the following narrative information on an annual basis at the same time the first quarter travel charge card statistical reports are submitted:

- The date(s) of most recent and next scheduled independent review (e.g., Office of the Inspector General) for all agency charge card programs;

- A description of the current process for monitoring delinquency, including what reports the agency reviews and what actions are taken when a problem is discovered;

- A description of the steps the agency takes to address turnaround time (> than 15 working days) following voucher submission for travel voucher reimbursement, if applicable;

- A description of the method the agency utilizes to identify and detect possible card misuse, including the use of any specialized information technology solutions as well as any requests to charge card vendors for data reports;

- Agency future plans (within the next 12 months) to enhance charge card systems by automating reviews to detect instances of abuse, misuse, and fraud;

- A description of any best practices the agency employs in charge card management; and

- Any additional useful information regarding charge card programs.

		Mandatory		Program Support Center

				IBA/CBA		Risk Management		The Program Support Center shall report to the Office of the Assistant Secretary for Financial Resources, for reporting to the Office of Management and Budget via the Metric Tracking System the following performance metrics monthly:

- Travel charge card Delinquency Rates, IBAs (IBA) – The balance outstanding over 60 days from the statement date for IBAs divided by the average net charge volume (NCV) for IBAs for the period 2 months to 5 months prior to the period being reported.

- Travel charge card Delinquency Rates, CBAs  – The balance outstanding over 60 days from the statement date for CBAs divided by the average net charge volume (NCV) for CBAs for the period 2 months to 5 months prior to the period being reported.		Mandatory		Program Support Center

				IBA		Tax Recovery		To address the risk of payment of lodging taxes in states exempting Federal employees’ travel expenses from taxation, employees shall be trained on the Internal Revenue Service rule regarding Federal Agencies and tax exempt identifiers/numbers, and where to obtain their Employer Identification Number to use when merchants or states request a tax exempt identifier/number.		Mandatory		Program Support Center

				IBA/CBA		Tax Recovery		To address the risk of payment of lodging taxes for international TDY, the E-government Travel System shall be configured to block the authorizing of lodging taxes and the claiming of lodging taxes on vouchers associated with internatonal travel.		Mandatory		Program Support Center

				IBA		Tax Recovery		Employees shall be trained how to use the tax exempt forms/certificates available from the General Services Administraton.		Mandatory		Program Support Center

				IBA		Tax Recovery		Access to the General Services Administration’s tax exempt forms/certificates shall be promulgated by posting a link to the E-government Travel System.		Mandatory		Program Support Center

				IBA		Tax Recovery		Access to the General Services Administration’s tax exempt forms/certificates shall be promulgated by posting a link to the Program Support Center Web site.		Mandatory		Program Support Center

				IBA		Tax Recovery		A job aid on the use of tax exempt certificates shall be posted to the Program Support Center Web site.		Mandatory		Program Support Center

				IBA		Tax Recovery		Employees performing the role of “Federal Travel Arranger” shall be trained how to access the General Services Administraton’s tax exempt forms/certificates and how to prepare tax exempt forms/certificates for the employees they prepare travel authorizations for.		Mandatory		Program Support Center

				IBA		Tax Recovery		The HHS Transportation Policy will require all employees traveling to tax exempt states to complete a GSA-provided tax exempt form/certificate and upload it to the travel authorization request before submitting the request for supervisory consideration.		Mandatory		Program Support Center

				IBA		Tax Recovery		Supervisors will be trained to review travel authorization requests and ensure employees complete a tax exempt certificate for all TDY to be performed in tax exempting states, and to not approve TDY requests that do not have a completed tax exempt form/certificate uploaded as an electronic document in the travel authorization request.		Mandatory		Program Support Center

				CBA		Risk Management		Phyiscal “hard plastic” CBA travel charge cards shall be kept in a locked cabinet or drawer when not in use.		Mandatory		CBA Cardholders

				CBA		Risk Management		CBA travel charge card numbers shall not be written down into any instructions or “turnover files.”  CBA travel charge card numbers shall be transmitted in a password-protected file only		Mandatory		CBA Cardholders

				CBA		Risk Management		CBA travel charge card numbers shall not be used by any employee except those who are designated in writing as a cardholder. 		Mandatory		Travel Charge Card A/OPC

				CBA		Risk Management		When necessary to set up CBA travel charge card numbers in the E-government Travel System and/or with the supporting Travel Management Center(s), the numbers shall be transmitted in a secure manner using password-protected documents and secure e-mail.  Passwords shall be sent in separate e-mails only to the authorized receipient and in a non-descript manner (not using the workd “password” or “PW” or “P/W” in the e-mail body, the title of the document, or the subject line of the e-mail).		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		Employees shall have a valid travel authorization in the E-government Travel System in which the TDY start date and the TDY end date span the day a travel expense was charged to an IBA travel charge card, except for Common Carrier transportation (air/rail/bus) purchased through the E-government Travel System or the Travel Manaagement Center, or Travel Authorization and Voucher Service fees, all of which may be charged before or after the period of the TDY as appropriate.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		The charge card number on a lodging receipt must match the IBA travel charge card number in the ETS user profile.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Taxicab charges shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Transportation Network Company charges shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Baggage charges shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Fuel charges for rental cars shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Medical appliance rental charges shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Meals shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Hotel meeting space charges, when authorized, shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Excess baggage charges shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Business center charges shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Lodging taxes shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Rental car charges shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Risk Management		Optional rental car insurance shall not be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				IBA		Refunds		Mandatory resort fees associated with lodging shall be applied to IBA travel charge card.		Mandatory		Travel Charge Card A/OPC

				CBA		Risk Management		Operational procedures for reconciling CBA travel charge cards shall be documented.		Mandatory		Travel Charge Card A/OPC

				CBA		Risk Management		Operational procedures for reconciling CBA travel charge cards shall be reviewed annually.		Mandatory		Travel Charge Card A/OPC

				CBA		Risk Management		Operational procedures for reconciling CBA travel charge cards shall be updated annually.		Mandatory		Travel Charge Card A/OPC

				CBA		Risk Management		Operational procedures for reconciling CBA travel charge cards shall be submitted to the Program Support Center annually		Mandatory		Travel Charge Card A/OPC





FY20 Performance Goals

		Promote a climate of internal (management) control of travel charge card program

		Reduce the IBA travel charge card delinquency rate

		Maximize the overall IBA and CBA travel charge card rebate rate

		Make CBA payments in a timely fashion

		Promote payment efficiency and accuracy by reducing risk of erroneous or improper payments applied applicable to IBAs

		Establish a minimal level of workforce competence with regards to IBAs and CBAs, and maintaining it

		Promote accurate CBA reconciliations

		Automate CBA reconciliations

		Reduce risk of travel charge card abuse/misuse





Control Criticality

		Criticality		Descriptor

		5		The control is absolutely critical to the management and reduction of the risk. If this control is ineffective or partially effective, the likelihood and/or consequence of the risk will increase significantly (i.e. increases likelihood or consequence by 3 or more levels)

		4		The control is very important to the management and reduction of the risk. If this control is ineffective or partially effective, the likelihood and/or consequence of the risk will increase  (i.e. increases likelihood or consequence by 2 levels)

		3		The control is important to the management and reduction of the risk. If this control is ineffective or partially effective, the likelihood and/or consequence of the risk will increase  (i.e. increases likelihood or consequnece by 1 level)

		2		The control has some impact on the management and reduction of the risk.  Depending on the criticality of the other controls, an analysis should be undertaken to determine the necessity of this control.

		1		The control has little to no impact on the management and reduction of the risk.  It is unlikely this control is required.





Lines of Defense Matrix

				1st Line of Defense		2nd Line of Defense		3rd Line of Defense

				Control self-assessment. This involves the control owner making a judgement in relation to the effectiveness of the control.

It involves documenting the Department's control processes with the aim of identifying suitable ways of measuring or testing each control. The actual testing of the controls is performed by staff whose day-to-day role is within the area of the Department that is being examined as they have the greatest knowledge of how the processes operate.		Line management review

or

Internal audit of controls against designated performance measures and key performance indicators.

Primary focus is on controls against risks with the highest level of consequence.

Outcomes of control audits provided to control owner. If any change to effectiveness the risk owner needs to be informed as this may change the level of the risk.  Internal audit provides follow up to ensure that control improvements have been implemented within specified timeframes.		External audit conducted on specific controls.

Once again, the focus needs to be on controls against risks with the highest level of consequence.

Outcomes of audit findings are reported to the internal audit function for inclusion in reports to appropriate governance committees. 

		Assurance Priority

		Priority 1		X		External audit		External audit

		Priority 2		X		External audit		External audit

		Priority 3		X		Program management review		Internal audit

		All other controls		X

















Sheet3

		Consequence Level
(of the risk)		Criticality of the Control		Assurance Priority

		Severe		3,4,5		1		It is critical that these controls are effective, therefore, they are the number one priority for the Department's program management activities. Where possible, external auditing should be utilize to provide further assurance

		Major		4,5		2		 It is important that these controls are effective, therefore, they are a significant priority for the Department's program management efforts. Where possible, external auditing should be used to provide further assurance for the criticality 5 controls

		Moderate		5		3		 It is relatively important that these controls are effective. There is limited value gained from external auditing or risk assessment.
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Introduction:   

Travel charge cards are made available to Federal government Agencies through the General Services Administration’s SmartPay Master Contract. The Department makes travel charge cards available through a Task Order awarded from that contract.  



The General Services Administration is also legislated authority to regulate all Government travel, which it does so through the Federal Travel Regulation, or the “FTR.”  As regulation the FTR has the force of law.   The requirement to use travel charge cards is established in the FTR.  Likewise, the FTR stipulates that the “contractor (SmartPay) provided travel charge card shall be used for all travel expenses.”



Government-provided travel charge cards are key to operational efficiency in the managed category of “Travel,” but the cards as financial instruments have an inherent high risk of abuse, they present risk of the incurring of improper obligations, and improper use can be cause for disrepute upon national institutions.  In response to historical abuse and misuse by Government employees, the Nation’s leaders have braced Government charge cards contingent on a number of strong controls.  Centrally Billed Account travel charge cards in particular place a higher financial risk upon the Government while at the same time require a significantly greater resource burden to manage compared to Individually Billed Account travel charge cards. 



This plan specifically addresses the obligations upon the U.S. Department of Health and Human Services as an Agency and as required of all federal Agencies by the “Government Charge Card Abuse Prevention Act of 2012” (Public Law 112-194), which is implemented by OMB Memorandum M-13-21 and OMB Circular A-123, Appendix B.    The Act established three primary obligations upon Agencies:



1. Required Safeguards and Internal Controls;

2. Reports of Purchase Card Violations; and

3. Inspector General Risk Assessments and Audits.

OMB A-123 establishes 11 specific elements that must be addressed categorically in a travel charge card management plan by specifying the control activities that will be performed annually.  These 11 specific elements “feed” the requirements of the Act. 

Purpose of this Plan:

The HHS Travel Charge Cards Management Plan fulfills the U.S. Department of Health and Human Services’ obligations regarding travel charge card management as set forth in Office and Management and Budget Circular A-123, Appendix B.   



The plan fulfills the following obligations for establishing a control environment, a means for assessing risk, the application of control activities, monitoring, and communications.



· Control environment:  A primary goal of this plan is to enhance internal controls to deter waste, fraud, abuse and mismanagement of travel charge cards. 

· Risk assessment:   This plan establishes the role of “Card Compliance Officer” as travel charge card-focused internal controls official under the supervision and direction of the Program Support Center Credit Card Program Manager and for the purpose of overseeing the execution of this plan, to examine and update control activities, and to identify potential program vulnerabilities through the testing of travel charge card controls.

· Control activities:  This plan establishes mechanisms for controlling the use of the travel charge cards in a manner that is compliant and enables the Department to fulfill its mission. 

· Monitoring:  This plan establishes the use of data to support strategic decision making, to identify potential misuse and irregularities, to advance the effectiveness and efficiency of the Department and its Operating Divisions, and to enable general sound program management.

· Information and communication:  The HHS Travel Charge Card Management Plan emphasizes the need for effective communication in order to realize the plan’s objectives. 



The plan also details a number of program control activities that provide for sound program management, which in turn fosters a climate of internal (management) control and which furthers the effectiveness and efficiency of the Program Support Center’s travel charge card program. 



Since policy is a form of control activity, this plan shall constitute the Department’s policy with respect to travel charge cards, and it shall be incorporated as an annex of the Department’s Transportation Policy. 



Additionally, this plan strives to meet the following Fiscal Year 2020 HHS Travel Charge Card Program executive performance outcomes:



· Promote a climate of internal (management) control over the Department’s travel charge card program through a control environment, through risk assessment, by the application of control activities, performing monitoring, and by communicating

· Reduce the IBA travel charge card delinquency rate

· Maximize the overall IBA and CBA travel charge card rebate rate

· Make CBA payments in a timely fashion

· Promote payment efficiency and accuracy by reducing risk of erroneous or improper payments applied applicable to IBAs

· Establish a minimal level of workforce competence with regards to IBAs and CBAs, and maintaining it

· Promote accurate CBA reconciliations

· Automate CBA reconciliations

· Reduce risk of travel charge card abuse/misuse

Plan Design:



This plan is designed to address the obligatory 11 elements by capitalizing upon the program audit and risk assessments of the HHS Office of Inspector General performed at HHS since 2015, the lessons found in audits and reviews published by other federal Inspectors General and the Government Accountability Office, the best practices articulated by the Council of the Inspectors General on Integrity and Efficiency (CIGIE) purchase card initiative, and the combined program management --management and functional--- expertise of the Program Support Center and the respective Operational Division travel programs and travel charge card Agency/Organization Program Coordinators.  



This plan also addresses specific Program Support Center travel charge card management objectives that reflect the broad overall program objectives that resulted from observations arising from the Department’s FY19 SmartPay 3 transition:  



1. Immediately Reinvigorate Internal (Management) Control of the Department’s collective Travel Charge Card Program

2. Reduce Risk of Loss of Internal (Management) Control over Financial Operations, Program Management and Mission Readiness

3. Meet the Department’s Various Obligations set forth in Laws, Regulations and Directives

4. Advance Overall Mission Readiness

5. Establish Department-wide Travel Charge Card Program Management Uniformity

6. Compel Employee Cooperation through Informed Compliance

This plan prescribes a mix of mandatory control activities that advance these collective objectives, and also optional control activities that –if implemented—would further support fulfilling the plan’s objectives.  Most of them are performed already or are already required to be performed.   Others are novel and represent monumental change that, if enacted, are anticipated to benefit the Department considerably.   Care has been taken to distinguish the mandatory and optional control activities.   Operational Divisions have the discretion to locally design and adopt supporting supplemental control activities that align to this plan provided the supplemental controls do not dilute the mandatory ones prescribed herein.    The absence of a control activity for a particular area or situation should not be construed as permission as authority to act.  



Historical Background:



The General Services Administration (GSA) administers the Government-wide purchase card program through GSA’s SmartPay Program, which provides the Government’s charge card services and commercial payment solutions to more than 560 federal Agencies, organizations, and Native American tribal governments.   The purpose of the GSA program is to streamline the payment process for small purchases, minimize paperwork, and generally simplify the administrative efforts associated with procuring goods and services under certain thresholds.   Travel charge cards are not purchase cards, but they feature many of the same traits and use the same processes. 



The Government Accountability Office (GAO) is an entity of the Legislative Branch of Government, and publishes the “Standard for Internal Control in the Federal Government,” or the “Green Book.”  



The Office of Management and Budget (OMB) is the program and budget execution entity of the Executive Branch of Government.   OMB provides overall direction for Government-wide procurement policies, regulations, training, and procedures to promote economy, efficiency, and effectiveness in the acquisition processes.  OMB is responsible for prescribing policies and procedures to Agencies regarding how to minimally establish internal (management) control, including for Government charge card programs. It is the responsibility of federal Agency Executives and Managers to meet the minimal standards and emplace supplemental control activities to overcome gaps and to address known and emerging risks. 



OMB has established minimum requirements and suggested best practices for Government charge card programs in OMB Circular A-123, “Improving the Management of Government Charge Card Programs.”   Appendix B of the circular prescribes policies and procedures to Agencies regarding how to maintain internal controls that reduce the risk of fraud, waste, and error in Government charge card programs. 



In addition, the Government Charge Card Abuse Prevention Act of 2012 requires heads of executive Agencies that issue and use purchase cards to “establish and maintain safeguards and internal controls” over their usage.



The CIGIE advises that by strengthening these controls, federal Agencies can reduce the risk of potentially illegal, improper, or erroneous transactions and generally improve their use of Government purchase cards.   The CIGIE also advises that, “To strengthen monitoring and oversight of purchase cards, OMB should remind Agencies of their responsibilities over purchase card activities as detailed in OMB Circular No. A-123. Specifically, Agencies should take steps to improve controls such as training, policies and procedures, separation of duties, and supervisory reviews to mitigate risks from potentially illegal, improper, or erroneous transactions.”



Relevant Authorities:



See Appendix A.


Closed Loop System: 
The Relationship between Temporary Duty and Travel Charge Cards Explained



Government Temporary Duty is a unique “closed loop” system of interdependent parts whereby everything is provided to the employee so that they do not have to incur any “out of pocket” expenses to perform the Government’s business.  



Sustaining this “closed loop” of interdependence reduces risks upon the Government and promotes overall travel, payment, and process efficiency while reducing administrative burdens and risks that have an invisible, but real carrying costs.  



To start, the Federal Travel Regulation requires that all (emphasis added) travel expenses be applied to the contractor-provided travel charge card.  This includes transportation, meals, incidental expenses, baggage fees, taxicabs, etc., etc.    This is the regulatory basis upon which Government travel charge cards are provided.   To reinforce this, the Federal Travel Regulation also tightly restricts the use of cash, including personal credit. 



Individually Billed Account travel charge cards are the financial instruments provided to employees for this purpose.  Centrally Billed Account travel charge cards are provided as a limited-use alternate when particular exceptional circumstances exist that preclude use of an IBA travel charge card. 



Through the GSA SmartPay contract the Government establishes a fixed credit line for each IBA and CBA card with a bank.   That credit line is extended to the employees individually to use according to the terms and conditions of the various associated laws, regulations, and policies, the Federal Travel Regulation specifically, the SmartPay contract, and the Department’s travel policy.  For CBAs, the CBA travel charge cardholder acts corporately as the responsible official the same as an individual employee acts for their self as an IBA travel charge cardholder.  



A common misconception is that it is the employee’s credit being used.  Rather, it is the Government’s credit line.  Further, the credit line is a “thing of value” per 31 CFR and may not be converted for personal use.   



When the Temporary Duty has been completed, employees are required to complete a travel expense voucher within five days of returning to work.  The purpose of this voucher is to expense against the obligated funds for the specific purpose of settling any indebtedness resulting from travel expenses incurred, particularly the Government’s indebtedness to the bank for the credit extended and used.   



The Government disburses funds to employees via the travel expense voucher process for the purpose of restoring the Government’s credit line, not to reimburse the employee for “out of pocket” expenses.   Funds are simultaneous disbursed for the purpose of sustenance according to a methodology set in the FTR as either the actual amounts incurred or fixed amount set by GSA called “Lodging Plus.”  



It is the Government’s option to disburse all or part of the funds to IBA travel charge card, per OMB A-123, Appendix B.   



On the fifth day of each month, the bank sends the employee a statement of the purchases made using the card.  This statement serves as a demand for payment.   The employee must review the charges and dispute any believed to be invalid, but must pay any undisputed amounts immediately.  Since it is a closed loop system in which the employee is given sufficient time to file travel expense vouchers, the FTR –which as regulation has the force of law—requires the employee to immediately pay the full amount due to the bank less the amount of any charges made to the IBA travel charge card that are disputed.   



When the Government’s credit line is not restored within 180 days due by the application of those funds disbursed to the IBA credit line’s balance due of, then the balance due becomes “Federal non-tax debt.”   The Debt Collection Act of 1996 requires all Agencies to submit all 180-day-old Federal non-tax debt to the Department of Treasury, Bureau of Fiscal Service for offset actions to be initiated. 



Centrally Billed Account travel charge card use establishes an indebtedness that the Government is responsible for.   The billing cycle is similar to that of the IBA travel charge card, except the Government receives the bill and must pay any amounts due less any disputed charges.  




HHS Travel Charge Card Management Plan



The following constitutes the HHS Travel Charge Card Management Plan to address the 11 elements established by the OMB in OMB A-123.   



		OMB A-123 Element 1:

		Key Management Officials

		OMB Circular A-123, Appendix B, section 2.3



		“Identification of key management officials and their responsibilities for each travel charge card program. These officials will include, but are not limited to, Agency/Organization Program Coordinator (A/OPC), Approving Officials or other equivalent officials, and other accountable/billing officials.” 





HHS Plan to Address OMB A-123 Element 1:  

The following is the list of the key management official roles as identified by the OMB Circular A-123, Appendix B and HHS Travel Policy Manual, Fiscal Year 2018 – Quarter 4 edition, dated Oct. 1, 2018, with respect to this plan.   



These roles and the associated titles might or might not be established by statute, but may be necessary to operate the organization that are aligned to, which includes advancing a climate of internal (management) control and executing control activities, addressing risk, and achieving a desirable state of performance.  The term “management official” does not necessarily imply or establish an obligation that the person occupying the role have the U.S. Office of Personnel Management-established “supervisor” designator.   Rather, it might reflect service within the scope of managing programs or activates and the associated processes.  



For the purpose of this plan, key management officials are limited to the day-to-day execution of the plan as it pertains to travel charge cards as a program area. 



It is important to note that one of the most-important roles is that of Travel Charge Card Agency/Organization Program Coordinator (A/OPC).  The importance is first established in the Department’s charge card “Zero Tolerance Policy,” and is reinforced by this plan.  The success of an Operational Division’s local travel charge card program relies on whether or not the A/OPC responsibilities are performed as a full time or part time activities.  Operational Divisions should establish an appropriate resource commitment commiserate with ensuring the Operational Division is able to properly support the achievement of the Department’s obligations and objectives. 



The key management officials for the purpose of this plan are, by title:

· Agency Senior Travel Official

· Chief Financial Officer

· Department Travel Program Manager

· Program Support Center Charge Card Program Manager

· Operational Division Senior Travel Official

· Operational Division Lead Federal Agency Travel Administrator

· Operational Division Travel Charge Card Agency/Organization Program Coordinator

· Operational Division Centrally Billed Account travel charge card Approving Official

· Centrally Billed Account travel charge cardholder

· Supervisor



Key Management Official Responsibilities:



Agency Senior Travel Official (ASTO)



The responsibilities of the Agency Senior Travel Official with respect to the travel charge card management plan are:

1. Integrates HHS financial policy with travel policy

2. Oversees Department’s travel program and travel charge card programs

3. Provides for travel-related Information Technology Systems, including those needed to support travel charge card management

4. Provides regulatory and policy guidance to Operational Divisions, and approves publication of travel and travel charge card policies

5. Monitors program performance



Chief Financial Officer



1. Ensures the Department’s internal (management) control efforts are supported, and risk is appropriately addressed.

2. Appoints Centrally Billed Account travel charge card Approving Officials

3. Appoints Centrally Billed Account travel charge cardholders



Department Travel Program Manager



The responsibilities of the Department Travel Program Manager with respect to the travel charge card management plan are:

1. Executes HHS travel program

2. Develops, implements and interprets travel charge card policy



Program Support Center Charge Card Program Manager



The responsibilities of the Program Support Center Charge Card Program Manager with respect to the travel charge card management plan are:



1. Produces and updates the HHS Travel Charge Cards Management Plan

2. Submits the HHS Travel Charge Card Management Plan to the Office of the Assistant Secretary for Financial Resources for submission to the Office of Management and Budget by Jan. 31 annually.

3. Serves as liaison to GSA on travel charge card programs, policy, regulations, resources, and information concerning travel charge card management. 

4. Develops and implements travel charge card performance objectives, performance targets, performance measurement, and performance results, ensuring they align to and support travel program priorities and objectives and financial strategy and plans.  Sets program execution milestones, and monitors and evaluates performance.   

5. Researches best practices and recommends actions to improve the efficiency, effectiveness, and user satisfaction of travel charge card services and programs, including the advancement and adoption of innovative information technology and commercial practices. 

6. Negotiates target results, milestones, and project and financial plans. 



Operational Division Senior Travel Official



The responsibilities of the Operational Division Senior Travel Official with respect to the travel charge card management plan are:



1. Serves as the principal liaison between Program Support Center, the Operational Division/Staff Division, and the subordinate components within the Operational Division/Staff Division on all matters regarding travel policy, programs, and practices, including the travel charge card management plan. 

2. Communicates travel charge card management plan information to all travelers, supervisors, and Federal Agency Travel Administrators (FATAs) in the Operational Division/Staff Division. 

3. Conducts appropriate oversight within the Operational Division or Staff Division of all travel-related matters and adherence to travel policy.

4. Designates a Lead Agency/Organization Program Coordinator (A/OPC) for the Travel Charge Card and informs Agency Senior Travel Official of selection

5. Oversees and monitors A/OPC performance of program activities and directs adjustments to conform to the Department’s polices, including this plan.

6. Ensures A/OPCs receive training to qualify to hold the A/OPC role, and refresher training as needed to maintain skill and knowledge competency.

7. Verifies eligibility of nominees to serve as CBA travel charge cardholders and CBA travel charge card Approving Officials. 



Operational Division Lead Federal Agency Travel Administrator



The responsibilities of the Operational Division Lead Federal Agency Travel Administrator with respect to the travel charge card management plan are:



1. Supports execution of the Travel Charge Card Management Plan.

2. Coordinates with A/OPCs to implement control activities. 



Operational Division Travel Charge Card Agency/Organization Program Coordinator (A/OPC)



One of the most important key management officials in the execution of the HHS Travel Charge Card Management Plan is the Agency/Organization Program Coordinator.   The primary responsibilities of the A/OPC pertain to four core areas:  1) Monitoring, 2) Evaluation, 3) Advising Management, and 4) Implementing Control Activities.   The responsibilities of the Agency/Organization Program Coordinator with respect to the travel charge card management plan are:



1. Monitor- Systemically make observations of and review of employee IBA and CBA travel charge card usage and associated application of control activities, checking the progress or quality of the program area over time intervals to determine improvement or degrade. 

2. Evaluate-   Examine available data and information gained from monitoring regarding travel charge card usage, assess risks, and make judgements that will serve as the basis of advisements. 

3. Advise Management- Present findings and information to key management officials and make recommendations to reduce risk and maintain reasonable assurance of internal (management) control of operations. 

4. Implement Control Activities- Emplace mandatory, recommended, and locally developed control activities approved by management regarding travel charge cards. 



Specific responsibilities set forth by the General Services Administration are:



1. A/OPCs are responsible for the overall management and oversight of the accounts under their span of control. Generally speaking, their responsibilities include:


· Setting up accounts and designating authorization controls (as specified in this plan);

· Serving as a (functional program) liaison between account holders and the contractor bank;

· Providing ongoing advice and assistance to account holders;

· Auditing travel accounts as required by your agency policy; and

· Using the bank's Electronic Access System to perform account management and oversight.



Operational Division Lead Federal Agency Travel Administrator



The responsibilities of the Operational Division Lead Federal Agency Travel Administrator with respect to the travel charge card management plan are:



1. Serves as the primary Subject Matter Expert (SME) and advisor to the Senior Travel Official for travel issues, including on matters pertaining to travel charge card usage.   

2. Communicates travel charge card training resources and opportunities to the Operational Division workforce. 

a. Arranges for advanced or special training through the Program Support Center.

3. Provides for travel-related reporting within the Operational Division that’s necessary for program management activities associated with travel charge cards.  



Operational Division Centrally Billed Account travel charge card Approving Official



The responsibilities of the Operational Division Centrally Billed Account travel charge card Approving Official with respect to the travel charge card management plan are:



1. Executes the portions of this plan applicable to the role. 

2. Authorizing purchases to be applied to the CBA travel charge card.

3. Reconciling purchases applied to the CBA travel charge card with travel records, ensuring charges are verified, disputing charges when necessary, ensuring credits are received from the bank, and certifying CBA card monthly statements for invoice payment in accordance with financial operations guidance. 

4. Ensuring travel policy is followed regarding the types of charges that may be applied to CBA cards.

5. Reducing risk by not authorizing charges to be applied to the CBA card for employees who have an IBA travel charge card. 

6. Ensures that all purchases made by the account holder(s) within his/her span of control are appropriate and the charges are accurate.

a. Purchases should not only be legal and proper, but also should be considered “mission essential.”

b. In order to ensure proper purchases, the Approving Official must review and approve account holder statements belonging to all account holders within their purview. The review should include looking at all required receipts and account holder logs.

7. Applies administrative disciplinary action to travel charge card account holders within his/her span of control regarding regulations, misuse, and delinquency.

8. Resolves all questionable purchases with the account holder. 

a. Upon review of receipts and account holder logs, if the Approving Official finds a questionable purchase, the Approving Official must work with the account holder to receive more information regarding the purchase in order to determine the legitimacy of the purchase.

9. Elevates unresolved questionable purchases to the Agency/Organization Program Coordinator (A/OPC). In the event an unauthorized purchase is detected or there is a purchase that is still in question after review of supporting account holder documentation, the Approving Official must notify the A/OPC as well as any other appropriate personnel in accordance with agency policy. This may include notifying the agency’s Office of the Inspector General (OIG) for further investigation relating to potential misuse.

10. Ensures monthly billing account accuracy. 

a. Ensures that the CBA travel charge card account statements are reconciled and submitted to the designated billing office in a timely manner.

b. Signs/certifies the account statement to authorize payment of the CBA invoice.

c. Maintains documentation regarding the account in accordance with Operational Division procedures.

11. Conducts informal compliance reviews for all account holders under their span of control. These reviews should be completed in accordance with the Program Support Center’s specific policies (i.e. frequency, format).

12. Ensures that account holders follow the mandatory use requirements and processes established in the HHS Transportation Policy Manual. 

13. Assists A/OPCs and CBA travel charge card account holders with their responsibility to obtain, maintain and retain complete documentation of all purchases, particularly when pre-approval is required. 

a. Note: Approving Officials may be held financially responsible for payments made on accounts because of failure to ensure billing account accuracy.

14. Performs compliance reviews or audits of CBA travel charge cardholder account files in accordance with this plan.  



Centrally Billed Account travel charge cardholder



The responsibilities of the Centrally Billed Account travel charge cardholder with respect to the travel charge card management plan are:



1. Undertakes initial training to qualify as a CBA travel charge cardholder, and refresher training every three years.

2. Acknowledges responsibilities.

3. Maintains accurate logs of purchases authorized verbally or in writing to Travel Management Center agents and merchants (except automated charges made by the E-government Travel System), including the following data elements:

a. Traveling employee’s name

b. Travel Authorization Number or Auto-TANUM from Travel Management Center

c. Dates of travel

d. Ticket number

e. Organization

f. Ticket number

g. Amount of each expense type charged to the CBA travel charge card

h. Each expense type charged to the CBA travel charge card 

i. Date of transaction

j. Time of transaction

k. Name of supervisor who authorized Temporary Duty

l. Name of Travel Management Center agent requesting approval

4. Produces records for inspection.

5. Performs Centrally Billed Account travel charge card reconciliations in a timely manner, including researching of transactions.

6. Disputes unauthorized or improper charges applied to the CBA travel charge card.

7. Attests to the Approving Official the completion of reconciliations. 

8. Ensures travel is authorized before permitting charges to be applied to the CBA travel charge card.



Supervisor



The responsibilities of the Supervisor with respect to the travel charge card management plan are:



1. Take administrative action in accordance with Department human resource policy to correct behavior resulting in IBA or CBA travel charge card abuse or misuse.

2. Obtain and maintain sufficient knowledge about the Government’s travel charge cards and the associated policies and procedures so as to successfully implement program activities locally.

3. Promote the readiness of the Department to respond to the nation’s needs by properly managing travel charge card usage by employees

4. Actively monitor individual employee usage of IBA and CBA travel charge cards. 

5. Report instances of egregious employee behavior to the HHS Office of Inspector General. 

6. Ensure all employees supervised follow procedures to obtain an IBA travel charge card.

7. Bring employees into travel charge card policy through informed compliance, training/re-training, and coaching. 

8. Ensuring the obligations set forth in the Federal Travel Regulation and the Department’s travel policies are met and complied with. 












		OMB A-123 Element 2:

		Appointments

		OMB Circular A-123, Appendix B, section 2.3



		“Process for Formal Appointment of Cardholders and Approving Officials”





HHS Plan to Address OMB A-123 Element 2:  

 

The following process is emplaced to formally appoint cardholders and approving officials for Individually Billed Account and Centrally Billed Account travel charge cards. 



Formal Appointment of Individually Billed Account Travel Charge Cardholders:



For the purpose of this plan, the word “appointed” when used with regards to individual employees refers to the current IBA travel charge card application process as established by the in-force SmartPay contract.  IBA travel charge cards do not require an approving official.  Employees shall be appointed through the following general process:



1. Complete the basic IBA travel charge card qualification course hosted in the HHS Learning Management System, and

2. Apply for, to including obtaining supervisor approval, the IBA travel charge card through the process established in the in-force SmartPay contract:

a. Pursuant to Section 846 of the Consolidated Appropriations Act, 2008 (P.L. 110-161, Title VII, section 743), each agency must assess the credit worthiness of all new travel charge card applicants prior to issuing a card. 

b. The credit score obtained must be 660 or higher to receive an unrestricted account.

c. For first time travel charge card applicants with a credit score of less than 660, the agency may issue a card, but more stringent restrictions will apply.

d. A current cardholder who leaves government service and then returns would be considered a new applicant for the purposes of credit worthiness requirements. However, a hiring agency may, but is not required to, assess the credit worthiness of a current cardholder who transfers from another agency. 

3. Obtain supervisor approver to be authorized a

4. Renew eligibility annually be completing the IBA travel charge card renewal course hosted in the HHS Learning Management System. 



IBA travel charge cards may be issued to:

· Any Federal employee in a full or part-time employment status.

· Supervisors are encouraged to authorize employees to be issued an IBA travel charge card to advance the general readiness, effectiveness and efficiency of the Department regardless of the number of times an employee is anticipated to perform Temporary Duty during the fiscal year. 

IBA travel charge cards shall not be issued to:

· Interns, volunteers, or other persons not in the direct employ of the Department or its Operational Divisions.   

· Contractors, foreign nationals or invitational travelers.  



Formal Appointment of Centrally Billed Account travel charge cardholders:



For the purpose of this plan, the word “appointment” when used with regards to individual employees refers to the criteria and process for selecting employees to bear a Centrally Billed Account travel charge card and the current CBA travel charge card application process as established by the in-force SmartPay contract.  



Centrally Billed Account Travel Charge Cardholders shall be appointed under the following minimum standards:



Before an employee may be nominated to bear and use a CBA travel charge card, they shall meet the following criteria:



· Be formally trained on the responsibilities and duties of the role, which includes completing training on or reviewing information pertaining to:

· The in-force SmartPay contract

· The HHS Travel Charge Card Management Plan

· The Federal Travel Regulation

· The Government Charge Card Abuse Prevention Act of 2012

· OMB A-123, Appendix B

· Human Resources Manual Instruction 752: Discipline and Adverse Action

· Including the associated Table of Offenses and Penalties

· “Government Travel Card Program Zero Tolerance and Disciplinary Policy,” memorandum dated June 2, 2009

· GSA SmartPay Program Certification (GSPC)

· GSA SmartPay Travel Training for Account Holders and Approving Officials

· Basic CBA charge card account reconciliation

· Available from the Program Support Center

· Operational Division processes and procedures for performing CBA reconciliations

· Information Technology System training as needed to perform CBA reconciliations using:

· The E-government Travel System

· Reporting

· The appropriate bureau of the HHS Core Financial System

· Healthcare Integrated General Ledger Accounting System (HIGLAS; CMS employees only)

· Unified Financial Management System (UFMS)

· National Business System (NIH employees only)

· No adverse disciplinary action in the six months prior to appointment

· No history of Individually Billed Account travel charge card payment delinquency or cancelation

· No history of Purchase Card abuse or misuse

Once an employee has been determined to have sufficient training and skill, the employee shall be nominated as a candidate to be issued a Centrally Billed Account travel charge card via memorandum to the Operational Division Chief Financial Officer by the Operational Division Senior Travel Official.  The Chief Financial Officer shall either endorse or not endorse the nomination.  

Any endorsement made shall be copied to the Travel Card A/OPC and the assigned CBA travel charge card Approving Official, who shall retain the record of the endorsement in accordance with this plan.

Upon receipt of an endorsement memorandum, the endorsed nominee may apply for a Centrally Billed Account travel charge card in accordance with the bank’s procedures.   The CBA travel charge card holder is assigned a CBA travel charge card Approving Official.

Employees nominated to bear a CBA travel charge card are not considered to be a CBA cardholder until the Chief Financial Officer endorses the nomination, and the bank approves the cardholder application and issues the CBA card.  

CBA travel charge cards may be issued to:

· Any Federal employee in a full or part-time employment status who meets the training requirements and who maintains eligibility. 

· A foreign national serving at international offices and in the direct employ of the Department or its Operational Divisions. 

CBA travel charge cards shall not be issued to:

· Interns, volunteers, or other persons not in the direct employ of the Department or its Operational Divisions.   

· Contractors.



Formal Appointment of Centrally Billed Account Travel Charge Approving Officials:



For the purpose of this plan, the word “appointment” when used with regards to individual employees refers to the criteria and process for selecting employees to bear a Centrally Billed Account travel charge card and the current CBA travel charge card application process as established by the in-force SmartPay contract.  



Travel Charge Card Approving Officials shall meet the following criteria before appointment and then maintain it:

· No disciplinary action in the six months prior to appointment

· No history of Individually Billed Account travel charge card payment delinquency or cancelation

· No history of Purchase Card abuse or misuse

· Completion of the following training:



· The basic IBA travel charge card qualification course hosted in the HHS Learning Management System, and

· The “Proper Supervision of Federal Travel” course hosted in the HHS Learning Management System. 



Travel Charge Card Approving Officials shall be appointed according to the following process.



A CBA travel charge card Approving Official shall be:

· A Federal employee in a full employment status bearing the OPM “supervisor” designation. 

CBA travel charge card Approving Officials shall not be:

· Interns, volunteers, or other persons not in the direct employ of the Department or its Operational Divisions.   

· Contractors or foreign nationals.

Once an employee has been determined to have sufficient training, the employee shall be nominated as a candidate to be issued a Centrally Billed Account travel charge card Approving Official via memorandum to the Operational Division Chief Financial Officer by the Operational Division Senior Travel Official.  The Chief Financial Officer shall either endorse or not endorse the nomination.  

Any endorsement made shall be copied to the Travel Card A/OPC, who shall retain the record of the endorsement in accordance with this plan.

Employees nominated to be a CBA travel charge card Approving Official are not considered to be a CBA travel charge card Approving Official until the Chief Financial Officer endorses the nomination.





		OMB A-123 Element 4:

		Training Requirements

		OMB Circular A-123, Appendix B, section 2.3



		“Description of agency training requirements.”





HHS Plan to Address OMB A-123 Element 4:  

 

Each agency must provide training on charge card management and use consistent with the requirements of OMB Circular A-123, Appendix B, Section 3.    According to OMB, “Training is important because it is vital that charge card managers and cardholders understand their roles and responsibilities in order for charge card programs to be effectively implemented. Further, training should ensure charge cardholders are informed of any changes or updates to the charge card program.”  All program participants, including cardholders and charge card managers (including Agency/Organization Program Coordinator (A/OPC), Approving Officials (AO), and other accountable/billing officials), must be trained in charge card management.



IBA Travel Charge Cardholder Training Requirements:



Requirement #1:  Training for travel charge cardholders must provide general information on traveling for the government and review how to use a travel charge card, including agency travel charge card policy and procedures, and proper card use. 



To meet this requirement, the Program Support Center shall develop Computer-Based Training with content with focused on the behavior of the IBA travel charge cardholders.  The training content shall also focus on Department policy on proper use of the card, the relationship between Temporary Duty and the card, the Federal Travel Regulation, and HHS travel policy. 



Requirement #2:  Annual training.  



To meet this requirement IBA cardholders shall complete the “IBA Cardholder Training” one time to qualify to bear an IBA travel charge card, and annually thereafter.  All IBA travel charge cardholder training shall be completed between Oct. 1 and Sept. 30  



Requirement #3:  Cardholders must be familiar with the Federal Travel Regulation (FTR), specifically Part 301- 51 - Paying Travel Expenses and Parts 301-54 and 301-76 - Collection of Undisputed Delinquent Amounts Owed to the Contractor Issuing the Individually Billed Travel Charge Card.



To meet this requirement, the “IBA Cardholder Training” shall include content on the relationship of the Federal Travel Regulation and practical application, to include on the various means by which amounts due to the IBA may be collected. 



Requirement #4:  All program participants must certify that they have received the training, understand the regulations and procedures, and know the consequences of inappropriate actions. Agencies will determine the method of certification. 



To meet this requirement, IBA travel cardholders shall be required to acknowledge that they have received the training, they understand the associated regulations and procedures, and the consequences of inappropriate actions when using the IBA travel charge card. 



A/OPC Travel Charge Cardholder Training Requirements:



Requirement #1:  Training on the roles and responsibilities of the A/OPC is required prior to appointment, including proper management, control and oversight tools and techniques.   This also includes training on FTR Part 301-70 – Internal Policy and Procedures Requirements, Subpart H - Policies and Procedures Relating to Mandatory Use of the Government Contractor-Issued Travel Charge Card for Official Travel and FTR Sections 301-70.700 through 708. 



Requirement #2:  Must take refresher training annually.



Requirement #3:  The A/OPC must also receive the same training as the cardholders. 



CBA Travel Charge Cardholder Training Requirements:



Requirement #1:  Training for travel charge cardholders must provide general information on traveling for the government and review how to use a travel charge card, including agency travel charge card policy and procedures, and proper card use. 



To meet this requirement, the Program Support Center shall develop Computer-Based Training with content with focused on the behavior of the IBA travel charge cardholders.  The training content shall also focus on Department policy on proper use of the card, the relationship between Temporary Duty and the card, the Federal Travel Regulation, and HHS travel policy.



The Program Support Center shall also develop training specific to CBA travel charge cardholders, including on the CBA reconciliation and payment certification process.  



Requirement #2:  Annual training.  



To meet this requirement CBA cardholders shall meet the same requirements for IBA travel charge cardholders:  IBA travel charge cardholders shall complete the “IBA Cardholder Training” one time to qualify to bear an IBA travel charge card, and annually thereafter.  All IBA travel charge cardholder training shall be completed between Oct. 1 and Sept. 30.



CBA travel charge cardholders shall also complete training annually on how to perform CBA reconciliations and certify payments. 



Requirement #3:  Cardholders must be familiar with the Federal Travel Regulation (FTR), specifically Part 301- 51 - Paying Travel Expenses and Parts 301-54 and 301-76 - Collection of Undisputed Delinquent Amounts Owed to the Contractor Issuing the Individually Billed Travel Charge Card.



To meet this requirement the “IBA Cardholder Training” shall include content on the relationship of the Federal Travel Regulation and practical application, to include on the various means by which amounts due to the IBA may be collected. 



Requirement #4:  All program participants must certify that they have received the training, understand the regulations and procedures, and know the consequences of inappropriate actions. Agencies will determine the method of certification. 



To meet this requirement, CBA travel cardholders shall be required to acknowledge that they have received the training, they understand the associated regulations and procedures, and the consequences of inappropriate actions when using the IBA travel charge card. 



CBA Travel Charge Card Approving Officials



Requirement #1:  CBA travel charge Approving Officials shall meet the same training requirements as IBA and CBA travel charge card approving officials. 

 






		OMB A-123 Element 5:

		Management Controls, Policies and Practices

		OMB Circular A-123, Appendix B, section 2.3



		“Management controls, policies, and practices for ensuring appropriate travel charge card and convenience check usage and oversight of payment delinquencies, fraud, misuse, or abuse.”







HHS Plan to Address OMB A-123 Element 5:  

In furtherance of reducing risk to the Department and furtherance of reasonable assurance of internal (management) control, the following control activities are applicable for Individually Billed Account and Centrally Billed Account travel charge cards (see embedded document):











		OMB A-123 Element 6:

		Authorization Controls

		OMB Circular A-123, Appendix B, section 2.3



		“Establishment of appropriate authorization controls”







HHS Plan to Address OMB A-123 Element 6:  

 

The following are the authorization controls HHS has determined to be appropriate.  Authorization controls are specific to the Individually Billed Account travel charge card and the Centrally Billed Account travel charge cards. 



Authorization Controls:  Individually Billed Account Travel Charge Cards



Use of the IBA travel charge card is predicated on the employee being authorized to perform Temporary Duty either through an approved travel authorization in the E-government Travel System, or –in exigent circumstances—verbal authorization to travel that is later established in writing using the E-government Travel System.  Absent an approved travel authorization, an employee is explicitly not allowed to make purchases of any type with the IBA travel charge card.   



This authorization control is established by the Federal Travel Regulation and implemented via the HHS Transportation Policy Manual.   



The Department applies an additional authorization control to IBA travel charge cards: they may not be used for local transportation costs at or in the area of the Official Station, whether in the performance of the Government’s business or for commuting to and from work.  



Authorization Controls:  Centrally Billed Account travel charge cards



Use of the CBA travel charge card is predicated on the employee being authorized to perform Temporary Duty either through an approved travel authorization in the E-government Travel System, or –in exigent circumstances—verbal authorization to travel that is later established in writing using the E-government Travel System.  Absent an approved travel authorization, an employee is explicitly not allowed to make purchases of any type with the CBA travel charge card.   



This authorization control is established by the Federal Travel Regulation and implemented via the HHS Transportation Policy Manual.   

 

Additional authorization controls for CBA travel charges card are:

· Travel Management Center travel agents must obtain verbal permission from an Operational Divisions’ CBA cardholder(s) to apply charges to a CBA travel charge card.

· Only charges for individual tickets for common carrier transportation (air, rail and bus) and TMC fees shall be charged to a CBA travel charge card.  

· Before allowing charges to be applied to a CBA travel charge card, the CBA travel charge cardholder shall verify if the employee for whom the purchase is request has an IBA travel charge card by checking either the E-government Travel System or the bank’s system. 

· When an employee has been issued an IBA travel charge card their travel expenses shall not be applied to a CBA travel charge card.

· Operational Divisions shall allow not more than two employees to approve charges to be applied to a CBA travel charge card.

· CBA travel charge cardholders and alternate shall keep logs by month and fiscal year of each time they authorize a charge to be applied to an Operational Division’s CBA travel charge card, and these logs shall be reconciled monthly. 

· These logs shall be used in the reconciliation of charges listed on the bank statement, as well.

· Logs shall bear the following data elements:

· Date of transaction

· Travel Authorization Number

· Name of employee

· Start date of travel

· End date of travel

· Name of Travel Management Center travel agent

· Price of common carrier transportation

· Amount of any other associated fee to be applied

· Description or label of any other associated fee to be applied (e.g. TAVS fee, TMC fee, etc.)

· These logs shall be organized by fiscal year, and preserved at the Operational Division level for six years. 

· Oct. 1 shall be the start of the record retention period for the year’s data, regardless of a subsequent date a charge is applied to a CBA travel charge card. 

Authorization Controls: Merchant Category Code Restrictions Applied to Individually
Billed Account and Centrally Billed Account travel charge cards

A merchant is an entity that sells services or goods to cardholders.  If an entity is not selling goods or services to cardholders, but deposits transactions or receives settlement on behalf of the merchant it must be classified as a payment facilitator.  If an entity handles payments on behalf of sellers through an online marketplace that brings together multiple buyers and sellers it may be classified as a marketplace.  In determining whether an entity is a merchant, payment facilitator, or marketplace, Visa looks at each transaction separately. There are a number of entities that operate as the merchant for some transactions and operate in a different capacity for other transactions. Such entities must process each transaction according to the rules that apply to the type of transaction. The Department relies upon the accuracy of its SmartPay 3 credit card association Visa to determine whether an entity is a merchant, payment facilitator, or marketplace.

The Department, as a practice, shall emplace MCC blocks on those categories as authorization controls that do not squarely align to the travel expense types authorized by the Federal Travel Regulation or those that do not align to the delegated authority vested in the Department to authorize to be incurred or reimbursed.  

Any MCC not specifically listed in the table below should be presumed to be blocked; not authorized. 

The following personnel, by title, may authorize purchases to be applied to Centrally Billed Account travel charge cards within the following limitations:



		Transaction Type

		Authorizer

		Notes



		Authorize Travel Management Center travel agents to charge  common carrier transportation to the CBA card (airline tickets, rail tickets, and TMC service fees)

		CBA Cardholder, CBA Cardholder Approving Official, Senior Travel Official, and HHS Department Travel Program Manager

		The Department Travel Program Manager shall exercise this authority only as a last resort when Operational Division-level authorizers listed are not available.









		
OMB A-123 Element 7:

		Strategic Sourcing

		OMB Circular A-123, Appendix B, section 2.3



		“Implementation of policies and practices to ensure strategic sourcing consistent with Chapter 8 of this Guidance.”







HHS Plan to Address OMB A-123 Element 7:  

The Department shall meet the strategic sourcing objectives by procuring travel charge card services via the General Services Administration’s SmartPay contract.    In June 2018, the Department implemented the policies and practices of Chapter 8 of OMB A-123, Appendix B by awarding a Task Order contract for charge card services using the GSA SmartPay 3 Master Contract.   The following is an excerpt on strategic sourcing from that master contract:



“The Government spends billions of dollars each year using Purchase, Travel, Fleet, and Integrated payment solutions, aside from other contract vehicles. As a result, the Government is interested in understanding federal spending patterns, and adopting strategic sourcing capabilities that enable agencies/organizations to combine their buying power to achieve significant savings, negotiate favorable terms and conditions, and receive the best value possible for the Government and taxpayers.



“The Federal Government began implementing strategic sourcing solutions in 2005. Federal Strategic Sourcing Initiatives (FSSIs) have proven results that include cost savings, improved management visibility and adoption of industry and government agency leading practices. FSSI has helped improve government management of commonly purchased goods and services. In accordance with the OMB Circular A-123 Appendix B, agencies/organizations are required to implement strategic sourcing for certain commodities, and should analyze payment solution spending data as part of this effort.



“At a minimum, the Contractor shall support GSA and agency/organization strategic sourcing efforts by providing tools and services including, but not limited to:

· “Access to detailed (level 1, 2, and 3) transaction data elements as specified in C.7.2 Program and Transaction Data;

· “Spend analysis reports as specified in C.7.3 Reporting Requirements; 

· “Analytical tools for assessing payment solution transactions (See C.7.4.3 Fraud Analytics);

· “Other tools that give similar abilities including, but not limited to: ability to scan receipts, support electronic purchase logs; and

· “Provide the ability to integrate merchant data files with card transaction data at agency/organization request.”

Other Government-wide strategic sourcing initiatives that will be those of the General Services Administration developed for the purpose of facilitating travel by Government employees, including the FedRooms lodging program and the City Pairs Program.  

· FedRooms Lodging - The Department will strive to meet the GSA-led Category Management efforts, including annual Spend Under Management performance targets, regarding FedRooms usage.

· City Pairs Program – The Department shall support the GSA’s City Pairs Program through the following policies:

· All Common Carrier Transportation airline tickets purchased using the CBA travel charge card shall be City Pairs Program fares, and

· Employees shall use the IBA travel charge card to purchase all airline tickets, and this shall be done through either through the E-government Travel System or the supporting Travel Management Center.   Only City Pairs Program airline tickets shall be offered through both of these sources, except for foreign airlines operating on international routes not covered by the City Pairs Program. 



		OMB A-123 Element 8:

		Reporting & Analysis

		OMB Circular A-123, Appendix B, section 2.3



		“Explanation of how available reports and data are used for monitoring delinquency, misuse, performance metrics, spend analysis, and other relevant transactions and program management issues.”







HHS Plan to Address OMB A-123 Element 8:  

Operational Divisions shall use available reports and data from the E-government Travel System and the SmartPay bank’s transactional system as follows:





		Report or Data

		Source

		Value / Purpose

		How Used

		Frequency



		IBA Card Delinquency Report

		

		Delinquency monitoring

		A-123-required notification to employees of delinquency.  Available at all times to Operational Divisions for the purpose of compelling employee payment of delinquent IBAs, making referrals for offset, and administering corrective adverse action.  6th of the Month



		Extracted on the 6th day of every month



		PSC Customer IBA Card Delinquency Report

		CitiManager

		Delinquency monitoring. Compliance with the Government Charge Card Abuse Prevention Act 

		Delinquency monitoring. Compliance with the Charge Card Abuse Act. 	

		Extracted on the 6th day of every month



		CBA Card Delinquency Report

		CitiManager

		Delinquency monitoring. Compliance with the Government Charge Card Abuse Prevention Act

		The balance outstanding over 60 days from the statement date for CBAs divided by the average net charge volume (NCV) for CBAs for the period 2 months to 5 months prior to the period being reported	

		Provided monthly to the OMB Metric Tracking System (MTS)



		CBA travel charge cards Purchase Logs

		Locally maintained

		

		Tracking purchases authorized to be applied to CBAs by Travel Management Center travel agents.  CBA reconciliation. Available monthly for CBA Reconciliation and processed on the pre-established CBA Reconciliation timeline



		



		45 Day Report	

		CitiManager

		

		Available at all times to Operational Divisions for the purpose of compelling employee payment of delinquent IBAs, initiating salary offsets, and administering corrective adverse action.

		Extracted on the 6th day of every month



		Pre-Suspension/Cancellation

		CitiManager

		Delinquency monitoring

		OMB A-123-required notification to employees of delinquency. Available at all times to Operational Divisions for the purpose of compelling employee payment of delinquent IBAs, initiating salary offsets, and administering corrective adverse action.

		Extracted on the 6th day of every month



		Risk Self-Assessment Instrument

		Locally produced

		Assessing the overall risk “health” of the respective Operational Division travel charge card programs and the overall risk “health” of the Department.

		A/OPCs perform a risk self-assessment of their program using a standardized instrument produced by the Program Support Center.  The net results are aggregated and the net results reported to the HHS Travel Governance Council.  

		Bi-monthly









		OMB A-123 Element 9:

		Records Retention

		OMB Circular A-123, Appendix B, section 2.3



		“Documentation and record retention requirements”





HHS Plan to Address OMB A-123 Element 9:  

The following are the documentation and record retention requirements HHS has determined to be appropriate to IBA and CBA travel charge card management.  



		Document/Record Type Description



		Retention Schedule



		Type of Record

		Location of Records



		Travel Authorizations

		Agency: Destroy when no longer needed to settle claims. Keep if being adjudicated until settled.  NARA Transmittal No. 29, “General Records Schedules,” December 2017.   Six years to settle claims; 31 USC, 3707. 

		Digitally produced

		E-government Travel System



		Travel Expense Vouchers

		Agency: Destroy when no longer needed.  NARA Transmittal No. 29, “General Records Schedules,” December 2017

		Digitally produced

		



		Manually Paid Travel Expense Vouchers

		Agency: Destroy when no longer needed.  NARA Transmittal No. 29, “General Records Schedules,”

December 2017

		Digital capture

		



		Receipts of Travel Expense Purchases Costing $75 or more

		Employee: Receipts must be retained for 6 years and 3 months as prescribed by the National Archives and Records Administration (NARA) under General Records Schedule 6, paragraph number 1.  Agency: Destroy when travel voucher has been settled.

		Digital capture

		



		Receipts of Lodging Expenses Incurred

		Employee: Receipts must be retained for 6 years and 3 months as prescribed by the National Archives and Records Administration (NARA) under General Records Schedule 6, paragraph number 1.  Agency: Destroy when travel voucher has been settled.

		Digital capture

		



		Memoranda of Reasons Required Receipts Are Not Available

		Treat as a receipt.  Employee: Receipts must be retained for 6 years and 3 months as prescribed by the National Archives and Records Administration (NARA) under General Records Schedule 6, paragraph number 1.  Agency: Destroy when travel voucher has been settled.

		Digital capture

		



		Individually Billed Account Travel Charge Card Statements

		18 months by contracting bank; available for 72 months form date created

		Digitally produced

		



		Centrally Billed Account travel charge card Statements

		18 months by contracting bank; available for 72 months form date created

		Digitally produced

		



		Commercially Produced Centrally Billed Account Reconciliation Files

		18 months by contracting bank; available for 72 months form date created

		Digitally produced

		



		Agency Senior Travel Official Delegation memo

		TBD

		Digitally produced

		Maintained by Department Travel Program Manager.



		Senior Travel Official Appointment memo

		TBD

		Digitally produced

		Maintained by Department Travel Program Manager.



		Centrally Billed Account travel charge card acknowledgement memo

		NARA requirements: General Records Schedule 1, Item 10a.

		Digitally produced

		Maintained by Travel Charge Card A/OPC.   NARA requirements: General Records Schedule 1, Item 10a.



		Centrally Billed Account travel charge card nomination memo

		NARA requirements: General Records Schedule 1, Item 10a.

		Digitally produced

		Maintained by Travel Charge Card A/OPC.   NARA requirements: General Records Schedule 1, Item 10a.



		Program Working Reports

		Destroy after use.

		N/A

		









		OMB A-123 Element 10:

		Asset Recovery

		OMB Circular A-123, Appendix B, section 2.3



		“Recovery of charge cards and other documentation when employees terminate employment, and if applicable, when an employee moves to a different organization”





HHS Plan to Address OMB A-123 Element 10:  

The following are the controls HHS has determined to be appropriate regarding asset recovery as it pertains to Individually Billed Account travel charge card and the Centrally Billed Account travel charge cards.  



For the purpose of this plan, the term “recovery” may include an action performed electronically.  It does not specifically mean taking physical possession or control of the financial instrument. 



Asset Recovery:  Individually Billed Account Travel Charge Cards



		Circumstance

		Recovery Action(s)

		Notes



		Employment termination (adverse or resignation in lieu of termination)

		1. Suspend card in bank’s system.  Do not suspend employee access to bank’s system.

2. Notify bank of employee termination.

		Upon determining that a termination action or resignation in lieu of termination has occurred, the A/OPC shall cancel the IBA travel charge card and notify the supporting Office of Human Resources of any amounts due from delinquency so salary offset may be performed before any final payment is made.  Employee must be allowed to access bank’s system as usual to make payment. 



		Employment termination (non-adverse, to include employee retirement, job change, etc.)

		1. Suspend card in bank’s system.  Do not suspend employee access to bank’s system.

		Employee must be allowed to access bank’s system as usual to make payment.



		Employee death

		1.  Suspend card in bank’s system.

2. Notify the bank of the employee’s death.

		The bank will likely file notice with the deceased’s estate because credit card debt is unsecured credit, which gets “last in line” treatment in settling a deceased’s financial affairs.  The bank will likely allow the debt to age to 180 days so offset will occur as “Federal non-tax debt,” which will make the debt “first in line” for settlement by the deceased’s estate.



		Inter-Departmental Transfer

		1. Losing office reduces the credit limit to $1.

		Employee must be allowed to access bank’s system as usual to make payment.



		Transfer within Operational Division

		1. Losing office reduces the credit limit to $1.

2. Gaining office increased credit line.

		Employee must be allowed to access bank’s system as usual to make payment.







For employees who have transferred to another HHS Operational Division, the gaining office’s Federal Travel Supervisory Approval shall determine the need for the employee to have an IBA travel charge card.  The gaining office Travel Charge Card A/OPC must request that the Program Support Center transfer the employee to gaining organization’s hierarchy and set the credit line to the proper level.



Asset Recovery:  Centrally Billed Account travel charge cards



		Circumstance

		Recovery Action(s)

		Notes



		Employment termination (adverse or resignation in lieu of termination)

		1. Suspend the employee’s access to the bank’s system.



2. Recover the physical CBA travel charge card if possible.



3. Notify bank of employee termination.

4. Notify the Department Travel Program Manager so that the Travel Management Center can be notified to update its systems so the employee cannot authorize charges to be applied to the card. 

		Do not cancel the CBA travel charge card!



Do not cancel the employee’s bank access.  Employee must be allowed to access bank’s system as usual to make payment. 



		Employment termination (non-adverse, to include employee retirement, job change, etc.)

		1. Suspend card in bank’s system.  Do not suspend employee access to bank’s system.

		Employee must be allowed to access bank’s system as usual to make payment.



		Employee death

		1.  Suspend card in bank’s system.

2. Notify the bank of the employee’s death.

		The bank will likely file notice with the deceased’s estate because credit card debt is unsecured credit, which gets “last in line” treatment in settling a deceased’s financial affairs.  The bank will likely allow the debt to age to 180 days so offset will occur as “Federal non-tax debt,” which will make the debt “first in line” for settlement by the deceased’s estate.



		Inter-Departmental Transfer

		1. Losing office reduces the credit limit to $1.

		Employee must be allowed to access bank’s system as usual to make payment.



		Transfer within Operational Division

		1. Losing office reduces the credit limit to $1.

2. Gaining office increased credit line.

		Employee must be allowed to access bank’s system as usual to make payment.









		OMB A-123 Element 11:

		Program Assessments & Reporting

		OMB Circular A-123, Appendix B, section 2.3



		“Description of how the agency will ensure the ongoing effectiveness of the actions taken pursuant to this Guidance, including, but not limited to, evaluating the effectiveness of training (Chapter 3), risk management controls (Chapters 4 and 6), refund management controls (Chapter 7), strategic sourcing policies (Chapter 8), and tax recovery efforts (Chapter 11).”





HHS Plan to Address OMB A-123 Element 11:  

The following describes how the Department shall ensure –in an ongoing manner—the effectiveness of actions taken under the obligations set forth in the OMB Circular A-123, Appendix B’s various chapters.  



A control is something that is currently in place to reduce risk within an organization or program area, in this case the Department’s –which includes the Operational Divisions and Staff Divisions- travel charge card program area.   Controls are typically established as a result of a previous situation or incident, including results or incidents that compelled the establishment of laws and regulations requiring the application of controls.   It’s important to note that in many cases these situations or incidents arise, because of a failure of existing controls, not because of a lack of controls.   Therefore, the key to managing risk effectively is to ensure that the controls are effective.



To start, the control activities are categorized according to the five required by OMB: training, risk management controls, refund management controls, strategic sourcing policies, and tax recovery efforts. 



Performance measures will be assigned to each control activity.  Performance measures will be both quantitative and qualitative. Quantitative measurement involves running statistical analysis on data that has numerical values. Qualitative measurement looks for patterns in non-numerical data, including changes in behavior that might be categorized as a means of quantification or in which proxy numerical data would enable a logical inference or attribution. 



For the HHS Travel Charge Card Management Plan there are three categories of controls:



· Preventative – controls that aim to reduce the likelihood of a situation occurring, for example, policies and procedures, approvals, authorizations, credit checks and training;

· Detective – controls that aim to identify failures in the current control environment, for example, reviews of performance, reconciliations, audits and investigations; and

· Corrective – controls that aim to reduce the consequence and/or rectify a failure after it has been discovered, for example, plans of actions and milestones, directives, crisis management plans, business continuity plans, and disaster recovery plans.



Under this plan, the Fiscal Year 2020 will be focused on meeting the nine identified performance outcomes and meeting the associated baseline performance measures.   During the FY the Department will establish the criticality of the associated controls, and then determining the effectiveness of those controls compared to measurable performance.   During this baselining year all controls are established as preventative.   



HHS FY20 Travel Card Program Performance Outcomes and Measures:



1. Promote a climate of internal (management) control over the Department’s travel charge card program through a control environment, through risk assessment, by the application of control activities, performing monitoring, and by communicating

2. Reduce the IBA travel charge card delinquency rate

3. Maximize the overall IBA and CBA travel charge card rebate rate

4. Make CBA payments in a timely fashion

5. Promote payment efficiency and accuracy by reducing risk of erroneous or improper payments applied applicable to IBAs

6. Establish a minimal level of workforce competence with regards to IBAs and CBAs, and maintaining it

7. Promote accurate CBA reconciliations

8. Automate CBA reconciliations

9. Reduce risk of travel charge card abuse/misuse



Performance Outcome 1:    “Promote a climate of internal (management) control over the Department’s travel charge card program.”



Performance Outcome 1 Performance Measures:

· A Travel Charge Card Management Plan will be established and executed (Qualitative measure)

· 100 percent of Travel Charge Card A/OPCs shall be trained on the FY20 Travel Charge Card Management Plan (Quantitative measure )

· The Program Support Center will host 10 training sessions on the FY20 Travel Charge Card Management Plan. (Quantative measure)

· 100 percent of Operational Divisions and Staff Divisions will be trained on use of the Risk Self-Assessment instrument and the requirement to complete risk self-assessments. (Quantitative measure)

· 100 percent of Operational Divisions and Staff Divisions will be trained on the requirement to report to Management actions taken regarding employee travel charge card abuse/misuse. (Quantitative measure)

· Host 12 Travel Charge Card A/OPC meetings per year.  (Quantitative measure)

Performance Outcome 2:  “Reduce the IBA travel charge card delinquency rate.”

Performance Outcome 2 Performance Measures:

· Increase the travel expense voucher filing timeliness rate (vouchers filed within 5 days) by 10 percent over FY2019. (Quantitative measure)

· Increase the travel expense voucher Federal Travel Supervisory Approver approval rate by 10 percent over FY2019. (Quantitative measure)

· 100 percent of all IBA travel charge card delinquency that is 179 days or older shall be reported to the Program Support Center. (Quantitative measure)

· 100 percent of all IBA travel charge card delinquency that is 180 days or older shall be referred to Treasury, Bureau of Fiscal Service for offset.  (Quantitative measure)

· The Program Support Center shall produce a monthly report on IBA travel charge card delinquencies and distribute them to Operational Divisions and Staff Divisions (12 reports X 17) (Quantitative measure)

Performance Outcome 3:  “Maximize the overall IBA and CBA travel charge card rebate rate.” 

Performance Outcome 3 Performance Measures:

· The Program Support Center shall produce a monthly report on IBA travel charge card delinquencies and distribute them to Operational Divisions and Staff Divisions (12 reports X 17). (Quantitative measure)

Performance Outcome 4:  “Make CBA payments in a timely fashion.”

Performance Outcome 4 Performance Measures:

· 100 percent of Operational Divisions shall be briefed on the Treasury Financial Manual standard to pay CBA travel charge card payments first and then reconcile them later. (Quantitative measure)

· 100 percent of Operational Divisions’ Chief Financial Officers will be reminded by formal memorandum of the Treasury Financial Manual requirement to pay CBAs first and then reconcile them later. (Quantitative measure)

Performance Outcome 5:  “Promote payment efficiency and accuracy by reducing risk of erroneous or improper payments applied applicable to IBAs.”

Performance Outcome 5 Performance Measures:

· Train 50 percent of the existing workforce bearing the Federal Travel Supervisory Approver role on how to properly review travel expense vouchers.  (Quantative measure)

Performance Outcome 6:  “Establish a minimal level of workforce competence with regards to IBAs and CBAs, and maintaining it.”

Performance Outcome 6 Performance Measures:

· 100 percent of all IBA travel charge card delinquency that is 180 days or older shall be referred to Treasury, Bureau of Fiscal Service for offset.

Performance Outcome 7:  “Promote accurate CBA reconciliations.”

Performance Outcome 7 Performance Measures:

· Host one CBA travel charge card reconciliation training class per month.  (Quantitative measure)

Performance Outcome 8:  “Automate CBA reconciliations.”

Performance Outcome 8 Performance Measures:

· Develop a plan and notional project schedule to automate CBA reconciliation. (Qualitative measure)

· Request Reserve Fund funding to undertake a project to automate CBA reconciliations. (Qualitative measure)

Performance Outcome 9:  “Reduce risk of travel charge card abuse/misuse.”

Performance Outcome 9 Performance Measures:

· 100 percent of Operational Divisions and Staff Divisions will report IBA travel charge card abuse/misuse management actions on a monthly basis. 



Once the Department’s performance has been baselined, the effectiveness of each control shall be assessed according to four categories:



		Effectiveness

		Performance



		Effective

		Example:  “100% of employees’ IBA travel charge card statement amounts due are paid in full within 60 days of the statement’s issuance.



		Mostly Effective

		Example: “75% to 99% of employees’ IBA travel charge card statement amounts due are paid in full of the statement’s issuance.”



		Partially Effective

		Example: “50% to 74% of employees’ IBA travel charge card statement amounts due are paid in full of the statement’s issuance.”



		Not Effective

		Example: “0% to 49% of employees’ IBA travel charge card statement amounts due are paid in full of the statement’s issuance.”







Controls determined to be “Not Effective” shall be reassessed to determine the cause of why they were ineffective.  If they cannot be made effective, then they shall be cataloged for reference and retired. 



This plan establishes that actual measurement of the controls shall be undertaken, and by doing so will provide evidence of effectiveness to Management.   Doing so provides assurance that the risks with the most significant consequences to the Department --should they materialize-- are being effectively controlled.  This level of assurance cannot be provided when control effectiveness is guessed rather than assessed.



There are three lines of defense of control assurance.   The Department does not need the same level of assurance for all controls as the resource impact would be significant and the value questionable.  To that end, a methodology must be applied that provides the ability to separate those controls that require further assurance from those where Control Self Assessments are sufficient.



The first step in this process is to prioritize the controls using a prioritization matrix, which will be used during FY20 to prioritize the control activities. 



		Consequence Level
(of the risk)

		Criticality of the Control

		Assurance Priority



		Severe

		3,4,5

		1

		It is critical that these controls are effective, therefore, they are the number one priority for the Department's program management activities. Where possible, external auditing should be utilize to provide further assurance



		Major

		4,5

		2

		 It is important that these controls are effective, therefore, they are a significant priority for the Department's program management efforts. Where possible, external auditing should be used to provide further assurance for the criticality 5 controls



		Moderate

		5

		3

		 It is relatively important that these controls are effective. There is limited value gained from external auditing or risk assessment.









Once prioritized, the following “three lines of defense” model might be used to assist in developing assessment activities.  At the completion of this process the list of controls has been prioritized in a manner that enables focus to be applied to what’s most important.   

Lines of Defense Matrix





		

		1st Line of Defense

		2nd Line of Defense

		3rd Line of Defense



		

		Control self-assessment. This involves the control owner making a judgement in relation to the effectiveness of the control.

It involves documenting the Department's control processes with the aim of identifying suitable ways of measuring or testing each control. The actual testing of the controls is performed by staff whose day-to-day role is within the area of the Department that is being examined as they have the greatest knowledge of how the processes operate.

		Operational Division review

or

Review of controls by the Program Support Center against designated performance measures and key performance indicators.

Primary focus is on controls against risks with the highest level of consequence.

Outcomes of control audits provided to control owner. If any change to effectiveness the risk owner needs to be informed as this may change the level of the risk.  Internal audit provides follow up to ensure that control improvements have been implemented within specified timeframes.

		External audit conducted on specific controls.

Once again, the focus needs to be on controls against risks with the highest level of consequence.

Outcomes of audit findings are reported to the internal audit function for inclusion in reports to appropriate governance committees and Executive reporting.



		Assurance Priority

		 



		Priority 1

		X

		External audit

		External audit



		Priority 2

		X

		External audit

		External audit



		Priority 3

		X

		Program management review

		Internal audit



		All other controls

		X

		 

		 



























		Element 11a: Evaluation of Effectiveness of Training



		Control Activity #

		Control Activity Description

		How Effectiveness Assessed



		

		All employees shall complete Individually Billed Account travel charge cardholder training using the HHS Learning Management System prior to applying for an IBA travel charge card.

		Effectiveness shall be assessed by the Program Support Center once each fiscal year quarter by generating a report from the Learning Management Center of all employees who have completed the online Computer-Based Training (CBT) module and comparing it with a report from the bank’s card management system that lists all employees with unexpired IBA travel charge cards.   The control activity will be deemed “Effective” if 100 percent of the employees bearing IBA travel charge cards has completed either the basic CBT training or the refresher CBT training.  



		

		Individually Billed Account travel charge cardholders take annual refresher training. 

		



		

		Individually Billed Account travel charge cardholders must certify that they have:

- received the training, 

- understand the regulations and procedures, and 

- know the consequences of inappropriate actions.

		



		

		The Department shall have a process and means for certifying that Individually Billed Account travel charge cardholders have been trained, understand the regulations and procedures, and know the consequences of inappropriate actions. 

		



		

		The Department shall maintain records of IBA travel charge cardholders having been trained and certified. 

		



		

		IBA travel charge cardholder training must feature: 

· general information on traveling for the government

· how to use a travel charge card, including:

· the Department’s travel charge card policy and procedures, and

· proper card use. 

· the basics of the Federal Travel Regulation (FTR), and specifically

· Part 301-51 - Paying Travel Expenses and Parts 301-54 and

· 301-76 - Collection of Undisputed Delinquent Amounts Owed to the Contractor Issuing the Individually Billed Travel Charge Card. 

		



		

		All supervisors or anyone bearing the Federal Travel Supervisory Approver role shall complete initial travel charge cardholder training and annual refresher training.   

		



		

		All Centrally Billed Account charge cardholders shall meet the same training requirements as IBA travel charge cardholders. 

		



		

		All Centrally Billed Account Approving Officials shall meet the same training requirements as IBA travel charge cardholders.

		



		

		All Travel Charge Card Agency/Organization Program Coordinators shall meet the same training requirements as IBA travel charge cardholders.

		







Element 11b: Evaluation of Effectiveness of Risk Management Controls



Risk Management is a planned process designed to identify, mitigate, and evaluate exposure to risk. Risk control is a stage of risk management.   There five risk strategies that express the intent of the outcome of one control activity or a collection of control activities:  1) Avoid the risk, 2) Control the risk, 3) Accept the risk, or 4) Transfer the risk, or 5) Share/Distribute the risk.  Controls are specific activities undertaken to reduce exposure to risk.   The application of effective controls will enable a particular desired risk strategy to be realized, and the application of ineffective controls or the misapplication of an effective control will realize either a risk exposure or an unintended risk strategy.   



OMB A-123, Appendix B, Chapter 4 establishes four specific, required risk management controls pertaining to 1) split disbursement, 2) salary offset, 3) split disbursement and salary offset waiver procedures, and 4) due process rights requirements prior to salary offset. 



It is important to recognize that the offset requirements of OMB A-123, Appendix B, and Chapter are specific to “salary offsets,” and not other forms of offset.   This is not the same as the statutory requirement established in the Debt Collection Improvement Act of 1996 to refer all “Federal non-tax debt” to the Department of Treasury, Bureau of Fiscal Service upon the Federal non-tax debt aging 180 days.  



As noted earlier in this plan, the Government’s is providing employees with access to its credit line through IBA and CBA travel charge cards.   The Government’s credit line is a “thing of value” per 31 CFR, it and may not be converted for personal use.   Further, 5 CFR, Part 2635, paragraph 12 states, “12) Employees shall satisfy in good faith their obligations as citizens, including all just financial obligations, especially those - such as Federal, State, or local taxes - that are imposed by law.”  The obligation to pay undisputed amounts due on the IBA are well-established in law and the executing regulations that have the force and effect of law.    



When funds are disbursed to an employee it is with the intent that the employee remits the full amount due for charges applied to the IBA travel charge card so that the Government’s credit line may be restored.  If the employee does not pay the balance due, then they did not use the funds for the purpose intended by Congress and the amount due to the IBA travel charge card becomes Federal non-tax debt subject to offset upon aging 180 days.  



With this understanding, it is an intent of this plan to appeal to the sensibility of employees and advocate the concept of “informed compliance.”  Informed compliance consists of two parts, each of which are symbiotic: 1) information, and 2) compliance.   It is anticipated that, with information, employees will comply with the law, regulations and policies pertaining to IBA travel charge card indebtedness.   At the same time, if they elect not to comply, then they will have been informed of what will occur as the debt ages.  





		Element 11b: Evaluation of Effectiveness of Risk Management Controls



		Control Activity #

		Control Activity Description & Risk Strategy

		How Effectiveness Assessed



		

		Establish a process, with strict internal controls, to ensure that all charges and payments are timely, accurate, and appropriate;

		TBD



		

		Closely monitor delinquency reports from charge card vendors;

		TBD



		

		Contact appropriate personnel (including Agency/Organization Program Coordinator, Approving Officials, or other accountable/billing officials) to ensure that delinquent payments are addressed and corrective actions are taken to prevent further occurrence;

		TBD



		

		Incorporate all controls, practices and procedures related to centrally billed account delinquencies into the agency’s charge card management plan, consistent with Section 2.3 of this Guidance;

		TBD



		

		Closely monitor delinquency reports from charge card vendors;

		TBD



		

		Contact the delinquent cardholder promptly to ensure payment is made or to obtain a remediation plan;

		TBD



		

		Formally notify the cardholder that delinquency in payment may result in disciplinary action;

		TBD



		

		Incorporate all controls, practices and procedures related to individually billed account delinquencies into the agency’s charge card management plan, consistent with Section 2.3 of this Guidance; and

		TBD



		

		Implement split disbursement and salary offset procedures for travel charge card programs consistent with the sections below.

		TBD



		

		Implement salary offset procedures for travel charge card programs consistent with the sections below.

		TBD







Element 11c: Evaluation of Effectiveness of Refund Management Controls



Proper management of refunds is critical to ensuring that the Department maintains a cost-effective travel charge card program.   To drive down costs, while ensuring that the charge card programs effectively support the agency mission and financial controls, the travel charge card program manager must strive to meet the following objectives:



1. Obtain the best competitive deal from charge card vendors in terms of sales and productivity refunds offered balanced against the services provided;

2. Utilize proper cash management decision-making to maximize agency sales productivity refunds or government wide interest income earned by Treasury as the situation determines (http://www.fms.treas.gov/prompt/formulas.html); and

3. Employ the necessary internal controls to identify and collect corrective refunds.

Objectives #2 and #3 are applicable to this plan. 



		Element 11c: Evaluation of Effectiveness of Refund Management Controls



		Control Activity #

		Control Activity Purpose/Outcome

		Control Activity Description

		How Effectiveness Assessed



		

		Obtain the best competitive deal from charge card vendors in terms of sales and productivity refunds offered balanced against the services provided.

		Review the refund agreement prior to re-bid of the SmartPay task order.

		TBD



		

		Obtain the best competitive deal from charge card vendors in terms of sales and productivity refunds offered balanced against the services provided.

		Review the refund agreement quarterly to ensure proper amounts are refunded.

		TBD



		

		Obtain the best competitive deal from charge card vendors in terms of sales and productivity refunds offered balanced against the services provided.

		Review the refund agreement annually to benchmark against other agreements throughout government in order to plan for re-bid.

		TBD



		

		Obtain the best competitive deal from charge card vendors in terms of sales and productivity refunds offered balanced against the services provided.

		Review the refund agreement prior to recommending the exercise of the next Option Period of the SmartPay task order.

		TBD



		

		Employ the necessary internal controls to identify and collect corrective refunds.



		Obtain confirmation annually from PSC/FMP that the refunds were returned to the appropriation or account from which they were expended. 

		TBD



		

		Employ the necessary internal controls to identify and collect corrective refunds.

		Ensure on-time payments and appropriate travel charge card use.

		TBD



		

		Employ the necessary internal controls to identify and collect corrective refunds.

		Initiate internal controls to ensure that IBA travel charge card use is maximized.

		TBD







Element 11d: Evaluation of Effectiveness of Strategic Sourcing Policies



Strategic sourcing policies and program activities are the purview of the Office of the Assistant Secretary for Financial Reporting; Office of Grants, Acquisition Policy & Accountability.   With respect to this plan, the effectiveness of strategic sourcing policies shall be limited to the support of the four primary strategic sourcing initiatives associated with IBA and CBA travel charge cards: 1) the SmartPay initiative, 2) the E-government Travel Services initiative, 3) the City Pairs Program, and 4) the FedRooms Program.  



		Element 11d: Evaluation of Effectiveness of Strategic Sourcing Policies



		Control Activity #

		Control Activity Description

		How Effectiveness Assessed



		N/A

		See the embedded document

		TBD









Element 11e: Evaluation of Effectiveness of Tax Recovery Efforts



Regarding taxes, this plan specifically addresses only those narrow circumstances in which taxes might be applied to an Individually Billed Account or Centrally Billed Account travel charge card.



The Office of Management and Budget notes, “(The) Federal Government is not liable to pay taxes to State and local governments, and thus, any such taxes paid must be recovered. In addition, the monies represented by these taxes are a source of funds to the Federal agency issuing the card; failure to recapture tax payments increases the cost of that Federal agency’s charge card purchases.”



The most-common occurrence of taxation being applied to IBA travel charge cards is in the procuring of rental cars and lodging.



To start, the E-government Travel System is programmed as a provision of the General Services Administration’s ETS2 Master Contract to make rental cars available as provided for under the stipulations of the Department of Defense-managed U.S. Government Rental Car Agreement (currently Agreement #4).  The agreement requires how agreement participants must itemize taxes, ostensibly for the purpose of supporting General Services Administration recoupment of taxes.  As such, this plan shall not address taxation of rental cars procured using travel charge cards. 



At the same time, the Federal Travel Regulation authorizes the reimbursement of taxes paid associated with authorized travel expenses, including



Lodging taxes are not factored into the General Services Administration-established Per Diem Lodging rates, and are established by the Federal Travel Regulation as a reimbursable travel expense to be filed and reimbursed as a “Miscellaneous” expense. 



The Federal Travel Regulation states this as:



“§301-11.27 Are taxes included in the lodging portion of the Government per diem rate?  No. Lodging taxes paid by you are reimbursable as a miscellaneous travel expense limited to the taxes on reimbursable lodging costs. For example, if your agency authorizes you a maximum lodging rate of $50 per night, and you elect to stay at a hotel that costs $100 per night, you can only claim the amount of taxes on $50, which is the maximum authorized lodging amount.  This section is effective January 1, 1999, for CONUS locations and effective January 1, 2000, for non-foreign areas. For foreign areas, lodging taxes have not been removed from foreign per diem rates established by the Department of State. Separate claims for lodging taxes incurred in foreign areas are not allowed.



“§301-11.28 As a traveler on official business, am I required to pay applicable lodging taxes? Yes, unless exempted by the State of local jurisdiction.



“§301-11.29 Are lodging facilities required to accept a generic federal, state or local tax exempt certificate?  Exemptions from taxes for Federal travelers, and the forms required to claim them, vary from location to location. The GSA SmartPay® Program Support office provides more information regarding state tax exemptions on its Web site (https://smartpay.gsa.gov/about-gsa-smartpay/tax-information/state-response-letter) and by email (gsa_smartpay@gsa.gov).



“§301-11.30 What is my option if the Government lodging rate plus applicable taxes exceeds my lodging reimbursement?


“(a) You may request reimbursement on an actual expense basis, not to exceed 300 percent of the maximum per diem allowance.



“(b) Approval of actual expenses is usually in advance of travel and at the discretion of your agency. (See §301-11.302.) Also, see §301-70.201 for when an agency can issue a blanket actual expense authorization.” 



Lodging taxes are factored into the U.S. State Department -established Per Diem Lodging rates, and are established by the Federal Travel Regulation as travel expense that is not reimbursable. 



Taxes for meals is factored into the General Services Administration-established Per Diem Meals and Incidental Expenses (M&IE) rates, and not reimbursable as a travel expense. 





		Element 11e: Evaluation of Effectiveness of Tax Recovery Efforts



		Control Activity #

		Control Activity Description

		How Effectiveness Assessed



		

		See the associated embedded document

		TBD











 

 










Appendix A:

Relevant Authorities



Laws, Regulations, Policies & Delegations:



1. Title 31, United States Code, including:

a. 3512(d)(2), “Federal Managers’ Financial Integrity Act of 1982”

2. Title 18, United States Code § 641.   Public money, property or records

3. Title 5, United States Code, including:

a. § 2635.101 Basic obligation of public service.

4. Public Law 112-194, “The Government Charge Card Abuse Prevention Act of 2012”

a. Implemented by Office of Management and Budget Memorandum M-13-21, and 

b. Office of Management and Budget Circular A-123, Appendix B

c. Office of Management and Budget Memorandum M-13-21, “Implementation of the Government Charge Card Abuse Prevention Act of 2012,” dated Sept. 6, 2013

5. The President’s Management Agenda

6. U.S. Department of Health and Human Services Financial Policy

7. HHS Travel Policy Manual, Fiscal Year 2018 – Quarter 4 edition, dated Oct. 1, 2018

8. FY20 HHS Travel Charge Card Management Plan

9. HHS Senior Travel Official delegation of authority



Topical Authorities:



· Requirement for travel charge card data to be reported to OMB on a quarterly basis

· Chief Financial Officers Act of 1990 (Public Law 101-576)

· Requirement to assess credit worthiness of all new travel charge card applicants prior to issuing a card

· Section 846 of the Consolidated Appropriations Act, 2008 (P.L. 110-161, Title VII, section 743),

· Credit reporting- Requirement to report delinquent debts to the major credit bureaus:

· Statutory Authority: 31 USC, 3711E, “Collection and compromise”

· Regulator Authority: 31 CFR, Section 901.5, “Standards for the Administrative Collection of Claims”

· Credit reporting by bank- SP3 contract terms and conditions

· Requirement to take action on debts 120 days delinquent

· ASFR Financial Policy Volumes

· Requirement to turn over to Treasury for action all debts 180 days delinquent (Debt Collection Improvement Act of 1996)

· Statutory Authority- 31 USC, 3711(g)(1)

· Regulatory Authority- 31 CFR 285.12, 31 CFR 901.1(e), and Treasury Financial Manual Volume 1, Section 4-4000

· Authority for bank to request salary offset- OMB A-123, Appendix B

· Note: The bank can only request salary offset; not offsets of travel reimbursement, travel advance, retirement, etc.

· This limits the bank’s ability to collect to 15 percent of the employee’s available salary payment

· The bank’s window of opportunity for this is when the debt is between 1 and 179 days late.  When the debt hits 180 days the Debt Collection Improvement Act of 1996 kicks in and it must be turned over to Treasury BFS for offset

· Statutory Authority for Agencies to initiate offset against travel payments for Federal non-tax debts- 31 USC, 3716 “Administrative offset”

· 100 percent of the travel payment or travel advance payment may be offset

· Statutory Authority for Agencies to initiate offset against federal salary for Federal non-tax debts- 5 USC, 5514, “Withholding pay: individuals in arrears,” and 31 USC, 3716 “Administrative offset.”  

· 15 percent available pay

· Regulatory Authority for Agencies to initiate offset against federal salary, 5 CFR 550.1101, “Subpart K – Collection by Offset From Indebted Government Employees,” and 31 CFR, Section 285.7, “Salary Offset”

· 15 percent of available pay

· Authority to garnish wages without a court order (Administrative Wage Garnishment)

· Statutory Authority- 31 USC, 3711E

· Regulatory Authority- 31 CFR 285.11

· Federal Travel Regulation Bulletin 14-08 "Designation of Agency Senior Travel Officials” 

· Executive Order 13576, “Delivering an Efficient, Effective and Accountable Government,” dated June 13, 2011

· Executive Order 13589, “Promoting Efficient Spending,” dated November 9, 2011

· Section 846 of the Consolidated Appropriations Act, 2008 (P.L. 110-161, Title VII, section 743)

· Each agency must assess the credit worthiness of all new travel charge card applicants prior to issuing a card. 

· Treasury Financial Manual Section 4535, “Review and Approval of Billing Statement for Payment”

· “Pay invoices first, reconcile later”


Appendix B:

CBA travel charge cardholder Responsibilities Acknowledgement





Note: Use Operational Division Letterhead





Date:  Month, Day, Year



To:	Operational Division Senior Travel Official



From:	Employee’s name

	Office



Subject:	 CBA travel charge cardholder Responsibilities Acknowledgement 



Reference:	1) HHS Travel Charge Card Management Plan

	2) OMB A-123, Appendix B

	3) Treasury Financial Manual



By this letter any my digital signature below, I acknowledge that I:



· Have completed training on the responsibilities of Centrally Billed Account travel charge cardholders, and

· Understand that I must undergo refresher training every three years to maintain eligibility to bear a Centrally Billed Account travel charge card, and

· Understand the regulations and procedures, and

· Know the consequences of inappropriate actions. 







______________________________________________________

Digital signature








Appendix C:

CBA travel charge cardholder Nomination Memorandum Template





Note: Use Operational Division Letterhead





Date:  Month, Day, Year



To:	Chief Financial Officer



From:	Name

	Operational Division Senior Travel Official



Subject:	 Nomination of employee to be issued and use a Centrally Billed Account travel charge		 card



Reference:	HHS Travel Charge Card Management Plan



By this letter (nominated employee’s name), of (enter the office title) is nominated to be authorized to apply for a be issued a Centrally Billed Account travel charge card, and to use the to advance the Operational Division’s business.



I have verified that the employee has received training on the following topics in accordance with the reference:

· The in-force SmartPay contract

· The HHS Travel Charge Card Management Plan

· The Federal Travel Regulation

· Human Resources Manual Instruction 752: Discipline and Adverse Action

· Including the associated Table of Offenses and Penalties

· “Government Travel Card Program Zero Tolerance and Disciplinary Policy,” memorandum dated June 2, 2009

· GSA SmartPay Program Certification (GSPC)

· GSA SmartPay Travel Training for Account Holders and Approving Officials

· Basic CBA charge card account reconciliation

· Operational Division processes and procedures for performing CBA reconciliations

· Information Technology System training as needed to perform CBA reconciliations using:

· The E-government Travel System

· Reporting

· The appropriate bureau of the HHS Core Financial System

· Healthcare Integrated General Ledger Accounting System (HIGLAS; CMS employees only)

· Unified Financial Management System (UFMS)

· National Business System (NIH employees only)



The CBA Approving Official who shall oversee this CBA cardholders is (enter name).  



Please affix your electronic signature below adjacent to the appropriate decision as a record of the Executive decision made regarding this nomination:





Not approved: ____________________________________________





More information is required:  ______________________________





Approved:   _____________________________________________





































Copy:



Travel Charge Card A/OPC

CBA Approving Official








Appendix D:

Table of Blocked/Allowed Merchant Categories Codes

For
IBA and CBA travel charge cards







		MCC

		Description

		 Blocked or Allowed (IBA)

		Blocked or Allowed (CBA)



		2741

		Miscellaneous Publishing and Printing

		Blocked

		Blocked



		3000 - 3301

		Airlines and Air Carriers

		Allowed

		



		3351 – 3441

		Car Rental Agencies

		Allowed

		



		3370

		Rent-A-Wreck

		Blocked

		



		3501- 3836

		Lodging – Hotels, Motels, Resorts

		Allowed

		



		4001

		Railroads

		Blocked

		Blocked



		4111

		Local and Suburban Commuter Passenger Transportation, Including Ferries

		Allowed

		Blocked



		4112

		Passenger Railways

		Allowed

		Allowed



		4119

		Ambulance Services

		Blocked

		Blocked



		4121

		Taxicabs and Limousines

		Allowed

		Blocked



		4131

		Bus Lines

		Allowed

		Allowed



		4411

		Steamship and Cruise Lines

		Blocked

		Blocked



		4457

		Boat Rentals and Leasing

		Blocked

		Blocked



		4468

		Marinas, Marine Service, and Supplies

		Blocked

		Blocked



		4511

		Airlines and Air Carriers (Not Elsewhere Classified)

		Allowed

		Allowed



		4582

		Airports, Flying Fields, and Airport Terminals

		Blocked

		Blocked



		4722

		Travel Agencies and Tour Operators

		Allowed

		Allowed



		4723

		Package Tour Operators – Germany Only

		Blocked

		Blocked



		4784

		Tolls and Bridge Fees

		Allowed

		Blocked



		4789

		Transportation Services (Not Elsewhere Classified)

		Allowed

		Allowed



		4812

		Telecommunication Equipment and Telephone Sales

		Blocked

		Blocked



		4814

		Telecommunication Services, including Local and Long Distance Calls, Credit Card Calls, Calls Through Use of Magnetic-Stripe-Reading Telephones, and Fax Services

		Allowed

		Blocked



		4816

		Computer Network/Information Services

		Blocked

		Blocked



		4821

		Telegraph Services

		Blocked

		Blocked



		4829

		Money Transfer

		Blocked

		Blocked



		4899

		Cable, Satellite and Other Pay Television/Radio/Streaming Services

		Blocked

		Blocked



		4900

		Utilities – Electric, Gas, Water, and Sanitary

		Allowed

		Blocked



		5309

		Duty Free Stores

		Blocked

		Blocked



		5310

		Discount Stores

		Allowed

		Blocked



		5311

		Department Stores

		Blocked

		Blocked



		5331

		Variety Stores

		Blocked

		Blocked



		5399

		Miscellaneous General Merchandise

		Blocked

		Blocked



		5411

		Grocery Stores and Supermarkets

		Allowed

		Blocked



		5462

		Bakeries

		Allowed

		Blocked



		5499

		Miscellaneous Food Stores – Convenience Stores and Specialty Markets

		Allowed

		 Blocked



		5411

		Car and Truck Dealers (New and Used) Sales, Service, Repairs, Parts, and Leasing

		Blocked

		Blocked



		5521

		Car and Truck Dealers (Used Only) Sales, Service, Repairs, Parts, and Leasing

		Blocked

		Blocked



		5541

		Service Stations (With or without Ancillary Services)

		Allowed

		Blocked



		5542

		Automated Fuel Dispensers

		Allowed

		Blocked



		5812

		Eating Places and Restaurants

		Allowed

		Blocked



		5813

		Drinking Places (Alcoholic Beverages) – Bars, Taverns, Nightclubs, Cocktail Lounges, and Discotheques

		Blocked

		Blocked



		5814

		Fast Food Restaurants

		Allowed

		Blocked



		5912

		Drug Stores and Pharmacies

		Blocked

		Blocked



		5921

		Package Stores – Beer, Wine, and Liquor

		Blocked

		Blocked



		5962

		Direct Marketing – Travel-Related Arrangement Services

		Blocked

		Blocked



		5999

		Miscellaneous and Specialty Retail Shops (includes ice and bottled water dealers)

		Blocked

		Blocked



		6010

		Financial Institutions – Manual Cash Disbursements

		Blocked

		Blocked



		6011

		Financial Institutions – Automated Cash Disbursements

		Allowed

		Blocked



		6012

		Financial Institutions – Merchandise, Services, and Debt Repayment

		Blocked

		Blocked



		6051

		Non-Financial Institutions – Foreign Currency, Non-Fiat Currency (for example: Cryptocurrency), Money Orders (Not Money Transfer), Travelers Cheques, and Debt Repayment

		Blocked

		Blocked



		7011

		Lodging – Hotels, Motels, Resorts, Central Reservation Services (Not Elsewhere Classified)

		Allowed

		Blocked



		7012

		Timeshares

		Blocked

		Blocked



		7033

		Trailer Parks and Campgrounds

		Blocked

		Blocked



		7210

		Laundry, Cleaning, and Garment Services

		Allowed

		Blocked



		7211

		Laundries – Family and Commercial

		Allowed

		Blocked



		7216

		Dry Cleaners

		Allowed

		Blocked



		7394

		Equipment, Tool, Furniture, and Appliance Rental and Leasing

		Allowed

		Blocked



		7512

		Automobile Rental Agency

		Allowed

		Blocked



		7513

		Truck and Utility Trailer Rentals

		Blocked

		Blocked



		7519

		Motor Home and Recreational Vehicle Rentals

		Blocked

		Blocked



		7523

		Parking Lots, Parking Meters and Garages	

		Allowed

		Blocked



		7542

		Car Washes

		Allowed

		Blocked



		7991

		Tourist Attractions and Exhibits

		Blocked

		Blocked



		9222

		Fines (includes motor vehicle violations)

		Blocked

		Blocked



		9702

		Emergency Services (GCAS) (Visa use only)

		Blocked

		Blocked



		XXXX

		All other Merchant Categories Codes not specifically listed

		Blocked

		Blocked
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Control Activities


			Control Activity Number			Category of Applicability:			Element 11 Applicability (Training, Risk Management, Refunds, Tax Recovery, Strategic Sourcing)			Control Activity			Mandatory or Optional			Control Owner			Performance Measure and KPIs			FY20 Program Performance Outcomes

(Outcome Desired; What Effectiveness Looks Like)


						IBA			Risk Management			All employees shall apply for an IBA travel charge card prior to requesting to perform TDY or being assigned to TDY.			Mandatory			Travel Charge Card A/OPC			70% of workforce has an IBA travel charge card priort to traveling. 


						IBA/CBA			Risk Management			The credit worthiness of all new IBA and CBA travel charge applicants shall be assessed, including employees transferring to an HHS Operational Division or Staff Division from a non-HHS Federal Agency.			Mandatory			Travel Charge Card A/OPC			100% of new IBA and CBA travel charge card applicants have their credit checked. 


						IBA/CBA			Risk Management			Travel Charge Card A/OPCs shall attend the Travel Charge Card A/OPC information and training meeting hosted monthly by the Program Support Center.			Mandatory			Program Support Center			Travel Charge Card A/OPCs shall attend 80 percent or more meetings.


						IBA			Risk Management			Travel Charge Card A/OPCs shall monitor IBA travel charge card cash advances to ensure they are performed within the rules prescribed by policy, including daily amount and number of withdrawal limits set by the Department. 			Mandatory			Travel Charge Card A/OPC


						IBA/CBA			Training			The Program Support Center shall develop “Proper Supervision of Federal Travel” course and post it to the HHS Learning Management System.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			When a cardholder makes an improper purchase, the cardholder shall: (a) reimburse the government for the cost of the purchase and (b) be subject to disciplinary action.			Mandatory			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			In instance where an official directs an erroneous purchase to be made by a cardholder or directs a cardholder to purchase items or services that are subsequently determined to be improper, the official who directed the purchase shall, in accordance with agency policy: (a) reimburse the government and (b) be subject to disciplinary action.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			The credit worthiness of an employee who transfers from an HHS Operational Division or Staff Division to another HHS Operational Divison or Staff Division should be assessed prior to the employee being authorized to be issued an IBA travel charge card, or their existing IBA travel charge card moved between the Operational Division or Staff Division hierarchies established in the bank’s card management system.			Optional			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			Supervisors shall initiate administrative and/or disciplinary actions for each occurrence of charge card misuse by an employee. 			Mandatory			Supervisors


						IBA/CBA			Risk Management			Travel charge card A/OPCs shall obtain a count of each referral of administrative and/or disciplinary action for each occurrence of charge card misuse by an employee for monthly reporting to the Program Support Center.			Mandatory			Travel Charge Card A/OPC


						CBA			Risk Management			CBA travel charge cards shall remain with the Operational Division they were first established with.  They shall not be moved between the Operational Divisions or Staff Divisions hierarchies established in the bank’s card management system.			Mandatory			Program Support Center


						CBA			Risk Management			To prevent improper use by other persons, upon the departure, retirement, transfer, relief, termination or death of a CBA charge cardholder, the E-government Travel Services contractor’s Travel Management Center instructions shall be updated to cancel all permissions associated with that CBA cardholder’s name, and the instructions shall be delivered to the contractor by the assigned contracting officer.			Mandatory			Program Support Center


						CBA			Risk Management			To prevent improper authorization of charges to CBA travel charge cards, the Program Support Center shall establish a challenge/password system with the E-government Travel Services contractor to be used by Travel Management Center agents seeking approval to apply charges to CBA travel charge cards.			Mandatory			Program Support Center


						CBA			Risk Management			The Program Support Center shall devise and apply a means to periodically test the challenge/password system established with the E-government Travel Services contractor and in use by Travel Management Center agents.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			Each Operational Division shall perform a risk self assessment using the Program Support Center-provided template one time per fiscal quarter and submit it to the Program Support Center. 			Mandatory			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			The Program Support Center shall, once per quarter, aggregate the travel charge card risk self assessments produced by the Operational Divisions and Staff Divisions to produce an overall "risk health" snapshot of the Department. 			Mandatory			Program Support Center


						IBA/CBA			Risk Management			The Program Support Center shall produce a annual Travel Charge Card Risk Health Report from the Operational Divisions' and Staff Divisions' quarterly risk assessments.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			The Program Support Center shall report the quarterly Risk Health Snapshot to the HHS Travel Governance Council, along with observations concerning the results and recommendations for improving the overall trave charge card program's risk health.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			The Program Support Center shall train Travel Charge Card A/OPCs on their duties and responsibilities before the A/OPC assumes the role. 			Mandatory			Program Support Center


						IBA/CBA			Risk Management			The Program Support Center shall host an annual Travel Charge Card A/OPC training sessions on travel charge card risk management.  The annual training will be delivered in two sessions on different days to affort Travel Charge Card A/OPCs opportunity to attend. 			Mandatory			Program Support Center


						IBA/CBA			Risk Management			Travel Charge Card A/OPCs shall participate in at least one travel charge card risk management training session annually.			Mandatory			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			IBA and CBA travel charge card usage shall be reinforced by the use of a Bank Indentification Number (BIN) restriction being emplaced in the E-government Travel System.			Mandatory			Program Support Center


						IBA/CBA			Refunds			IBA and CBA travel charge card usage shall be reinforced by issuing technical instructions to the E-government Travel Services contractor  that it shall not accept personal credit cards from employees for the purpose of making any type of travel reservation or for paying for any type of travel service.  			Mandatory			Program Support Center


						IBA/CBA			Risk Management			IBA and CBA travel charge card usage shall be reinforced by issuing technical instructions to the E-government Travel Services contractor to not perform travel reservation and fulfillment services for employees who do not have an E-government Travel System (ETS) user profile established prior to a request for services to a Travel Management Center travel agent by an employee. 			Mandatory			Program Support Center


						IBA			Refunds			The E-government Travel System and the Department’s Core Financial Management System, consisting of the National Business System, the Unified Financial Management System and the Healthcare Integrated General Ledger Accounting System, shall be programmed to split travel voucher reimbursement disbursements between the employee’s personal bank account and the IBA travel charge card.			Mandatory			Program Support Center


						IBA			Refunds			The E-government Travel System shall be configured to direct the Department’s Core Financial Management System, consisting of the National Business System, the Unified Financial Management System and the Healthcare Integrated General Ledger Accounting System, to disburse payments for lodging expenses, rental car expenses and Common Carrier transportation to be paid to the IBA travel charge card.  			Mandatory			Program Support Center


						CBA			Risk Management			The E-government Travel System shall be configured so that any travel expenses paid using the CBA travel charge card shall not be reimbursable to any employee.     			Mandatory			Program Support Center


						IBA/CBA			Refunds			To maximize the refunds received by the Department respective bureaus of the Department’s Core Financial Management System, consisting of the National Business System, the Unified Financial Management System and the Healthcare Integrated General Ledger Accounting System, shall be programmed so that all fees associated with the E-government Travel System are channeled through the either CBA or IBA travel charge cards.  Travel services providers shall not be paid for use of the ETS directly unless specified by a contract. 			Mandatory			Program Support Center


						IBA/CBA			Risk Management			To reduce risk of improper payments and to ensure uniform compliance with OMB A-123, Appendix B and this plan, E-government Travel Services contractors shall be issued technical instructions, via an HHS contracting officer, to identify and disable any and all coding that overrides E-government Travel System configuration settings pertaining to forms of payment and methods of payment.   These instructions shall explicity direct the contractor to verify in writing to the contracting officer that the contractor’s sub-contractors shall perform to this requirement.			Mandatory			Program Support Center


						IBA			Refunds			The IBA travel charge card shall be the primary financial instrument for paying travel expenses.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Individual employees not meeting one of the three Federal Travel Regulation exemptions to using the IBA travel charge card, but who seek to be exempted from using the IBA travel charge card, shall apply in writing to the Agency Senior Travel Official for exemption. 			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			IBA travel charge card usage shall be monitored through reports at least one time per month.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			IBA travel charge cards not used in the 90 days prior to the month’s usage monitoring shall have their credit lines reduced to $1.			Optional			Travel Charge Card A/OPC


						IBA			Risk Management			An employee whose IBA travel charge cards has been suspended or canceled for abuse or non-payment shall not travel or have the IBA travel charge card reinstated until the employee has completed retraining and settled the full amount of any delinquent amounts.			Mandatory			Senior Travel Officials


						IBA			Risk Management			Supervisors shall ensure employees apply for an IBA travel charge card before endorsing petitions to the Agency Senior Travel Offical for the employee to be waived from using the Government IBA travel charge card.			Mandatory			Senior Travel Officials


						IBA			Refunds			Employees who desire to be expempt from using the IBA travel charge card for official Governent Temporary Duty shall first complete IBA travel charge card training and apply for an IBA travel charge to the servicing bank. 			Mandatory			Senior Travel Officials


						IBA			Risk Management			Employees who desire to be exempt from using the IBA travel charge card for official Government TDY shall be in receipt of the bank's formal denial of their IBA travel charge card application before petitioning the Agency Senior Travel Official for authorization to be waived from using the IBA travel charge card. 			Mandatory			Senior Travel Officials


						IBA			Risk Management			The Program Support Center shall manage the process for employee petitions to be waived from using the IBA travel charge card for official travel. 			Mandatory


Administrator: Administrator:
			Program Support Center


						IBA			Risk Management			The Agency Senior Travel Official shall report all approved waivers from using the IBA travel charge card to the General Services Administration in accordance with the Federal Travel Regulation. 			Mandatory			Program Support Center


						IBA			Refunds			Effective June 1, 2020, one hundred percent of payments from approved travel expense vouchers shall be paid to the IBA travel charge card, including amounts due for M&IE, lodging, Common Carrier Transportation, taxicabs, taxes, Transportation Network Companies, parking, shuttle services, tips, baggage fees, medical appliance rental, and any and all expenses.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			Operational Divisions may perform a travel charge card program risk self-assessment monthly.			Optional			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			Operational Divisions shall perform a travel charge card program risk self-assessment once per quarter according to a schedule published by the Program Support Center.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			In a format and according to categories prescribed by the Program Support Center, Operational Divisions shall report to PSC monthly the counts of adverse action for travel charge card abuse/misuse.  Staff Divisions shall report this through the Office of the Secretary.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			All travel charge card delinquency that is 179 days old shall be referred to the Program Support Center as “Federal Non-Tax Debt” for transmittal to the Department of Treasury, Bureau of Fiscal service on the 180th day so that offset may be performed in accordance with the Debt Collection Improvement Act of 1996.			Mandatory			Program Support Center


						IBA			Risk Management			Requests by the bank to initiate salary offset due to IBA travel charge card delinquency shall be acknowledged by e-mail response to the bank within 24 hours of receipt by an Agency/Organizaton Program Coordinator or an Approving Official.  			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			Requests by the bank to initiate salary offset due to IBA travel charge card delinquency shall be submitted to the Program Support Center, Financial Management Portfolio, Accounting Services within five days of receipt.     			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			The Program Support Center shall initiate salary offsets requested by the bank within 30 days of receipt of the bank’s request.			Mandatory			Program Support Center


						IBA			Risk Management			The Program Support Center shall notify employees whose salary shall be offset for IBA travel charge card delinquency of the due process rights entitlement upon executing the bank’s request to initiate salary offset.			Mandatory			Program Support Center


						IBA			Risk Management			Operational Divisions may initiate salary offset of IBA travel charge indebtedness due to delinquency on the 61st day of lateness and up to the 179th day of lateness.  Initiation of salary offset shall preclude referral of the indebtedness to the Department of Treasury, Bureau of Fiscal Service. 			Optional			Travel Charge Card A/OPC


						IBA			Training			The Program Support Center shall host a monthly travel charge card program information and training meetings for A/OPCs.			Mandatory			Program Support Center


						IBA/CBA			Training			The Program Support Center shall publish a technical bulletin to the workforce and travel program community every other month to convey travel charge card program information, including information associated with internal control.			Mandatory			Program Support Center


						IBA			Refunds			“Split Disbursement” shall be applied to all Common Carrier Transportation (air/rail/bus), rental cars and lodging so that these expenses are reimbursed directly to the IBA travel charge card, and this shall remain in effect until such time as the full travel expense voucher reimbursement is established as payable directly to the IBA travel charge card. 			Mandatory			Program Support Center


						IBA			Risk Management			Employees bearing an IBA travel charge card, regardless of whether not the card is active, suspended or canceled, shall not be authorized advance payment of travel expenses. 			Mandatory			Senior Travel Officials


						IBA			Risk Management			Employees who are subject to any form of offset (salary, tax, retirement, student debt, and travel), or wage garnishment, shall not be authorized advance payment of travel expenses.  These employees shall be brought into compliance through training, coaching, and corrective management action, and they shall apply for reinstatement of IBA travel charge card privileges by application to the bank upon completion of retraining. 			Mandatory			Senior Travel Officials


						IBA/CBA			Risk Management			Travel charge cards shall not be issued to contractors or persons not in the direct employ of the U.S Department of Health and Human Services, its Operational Divisions or its Staff Divisions.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			Employees whose IBA travel charge card privileges have been canceled shall not be authorized to perform TDY until the conduct has been addressed and any indebtedness to the bank resolved through either voluntary payment or offset. 			Mandatory			Senior Travel Officials


						IBA			Risk Management			Employees who appear on the IBA delinquency report shall be notified by direct e-mail one time to resolve the delinquency immediately or face adverse administrative action and collection. 			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			Employees who are late paying an IBA travel charge card balance in full as of the 61st day of lateness shall be formally recommended for administrative action according to the HHS human resources policies.			Mandatory			Senior Travel Officials


						IBA			Risk Management			Operational Division Senior Travel Officials shall be notified of IBA travel charge card delinquencies when the delinquency has aged to 61 days.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			Employees whose IBA travel charge card privileges have been canceled shall settle any indebtedness to the bank or Government and be re-trained on proper use of the IBA travel charge card before re-applying for an IBA travel charge card.  			Mandatory			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			Travel Charge Card A/OPCs shall monitor travel charge card usage, travel authorizations, and travel expense vouchers to detect travel charge card abuse or misuse, and shall make formal notification to Operational Division Executive Management of all suspected travel charge card abuse or misuse, taking care to capture and provide any supporting evidence. 			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			The IBA travel charge card is the payment mechanism provided to employees to enable them to perform TDY.   Employees who refuse to apply for and/or use the travel charge card for official travel shall not be exempted from use of the IBA travel charge card and shall not be authorized advance payment of travel expenses.  Refusal to apply for and use an IBA travel charge card shall be addressed as a matter of conduct.			Mandatory			Senior Travel Officials


						IBA			Risk Management			In accordance with FTR 301-71.303, the following data must be captured for each request for advanced payment of travel expenses:
- Name of the employee
- Social Security Number of the employee
- Amount of each advance payment of travel expenses
- The date the advance payment of travel expenses was paid
- The date the reconciliation of the unused portion of the advance payment of travel expenses			Mandatory			Senior Travel Officials


						IBA/CBA			Risk Management			Operational Divisions should appoint a Lead Agency/Organization Point of Contact who reports to the Senior Travel Official for the purpose of overseeing and managing the Operational Division’s travel charge card program area.			Optional			Senior Travel Officials


						IBA/CBA			Risk Management			Operational Divisions’ Travel Charge Card A/OPCs shall actively participate in OIG risk assessments and take corrective action to address risks identified for the purpose of reducing the risk ratings to “Low.”			Mandatory			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			Operational Divisions that receive one OIG risk assessment rating of “High” shall implement all mandatory and optional control activities of the HHS Travel Charge Card Management Plan within 90 days of notice to the Senior Travel Official by the Program Support Center.			Mandatory			Senior Travel Officials


						IBA/CBA			Risk Management			Operational Divisions that receive two OIG risk assessment rating of “Moderate” shall submit to the Program Support Center a Plan of Action and Milestones (POAM) for addressing risks identified in the assessment.  The POAM is due from the Senior Travel Official to the Agency Senior Travel Official within 90 days of notification by the Program Support Center and shall demonstrate efforts to reduce travel charge card risk in a measurable way.  Progress reports shall be due to the ASTO every 90 days thereafter until the risks identified are mitigated.			Mandatory			Senior Travel Officials


						IBA/CBA			Risk Management			Operational Divisions should establish control activities designed to augment the control activities of this plan for the purpose of meeting this plan’s intent and objectives.			Optional			Travel Charge Card A/OPC


						CBA			Risk Management			CBA travel charge cards shall be used for Common Carrier transportation purchases (air/rail/bus) and associated Travel Authorization and Voucher service fees, and shall not be used for rental vehicles, lodging or other purchase.			Mandatory			CBA Approving Official


						CBA			Risk Management			The CBA travel charge card shall be the secondary financial instrument for paying travel expenses.			Mandatory			Senior Travel Officials


						CBA			Risk Management			The CBA shall be used only in a manner that directly ties the travel purchase to an individual employee’s travel authorization.			Mandatory			CBA Approving Official


						IBA/CBA			Risk Management			“Same As Reservation” shall be used for all TDY to ensure the Travel Authorization and Vouchering Service fees remain aligned to the form of Common Carrier transportation to facilitate travel charge card statement.			Mandatory			Program Support Center


						CBA			Risk Management			Centrall Billed Account Approving Officials shall authorize all purchases except for automated Travel Authorization and Vouchering Service fees (ETS fees/TMC fees) before the expense is charged to the CBA travel charge card. 			Mandatory			CBA Approving Official


						IBA/CBA			Risk Management			Operational Divisions shall take --at a minimum-- the following action for each instance of travel charge abuse/misuse by an employee:  1) Verbally counsel and issue a letter of counseling/reprimand to the employee; and 2) impose additional disciplinary actions deemed appropriate by the Operational Division.			Mandatory			Senior Travel Officials


						IBA/CBA			Risk Management			When an employee is determined to have abused/misused an IBA or CBA travel charge card, the card shall be deactivated, suspend or canceled at the discretion of the Operational Divison.  			Optional			Travel Charge Card A/OPC


						CBA			Risk Management			For TMC requests to apply charges to a CBA travel charge card, CBA cardholders shall keep accurate logs of all authorized and unauthorized purchases.  Logs shall include the following data elements: 
- Name of employee traveling
- Travel authorization number (TANUM) or Auto-TANUM
- Start date of TDY
- End date of TDY
- Common Carrier (name of airline, bus line, or rail line)
- The Common Accounting Number assigned to the travel authorization
- Ticket number when available
- Date of transaction
- Amount of transaction
- Name of servicing Travel Management Center
- Name of servicing Travel Management Center travel agent
- CBA cardholder name
- CBA Approving Official name			Mandatory			CBA Cardholders


						CBA			Risk Management			For unauthorized purchases, the log shall denote the date of the charge, the TDY the charge was associated with, any other data or information associated with the unauthorized purchase, and the date/time of discovery.  If the charge was erroneous, then the date the charge was disputed in the bank’s system shall be documented along with any case/issue numbers assigned and other such pertinent information.   Subsequent records of the resolution applied or final decision made, such as reversal of charges, credit applied, declination by bank to correct, etc., etc., shall also be documented.			Mandatory			CBA Cardholders


						CBA			Refunds			CBA travel charge card invoices shall be paid within 48 hours of receipt by the Operational Division, regardless of whether or not they have been reconciled.			Optional			CBA Approving Official


						CBA			Risk Management			CBA charge cardholders shall perform full reconciliation of charges applied to their CBA card within 10 days of the invoice issuance.			Optional			CBA Approving Official


						CBA			Risk Management			Operational Divisions shall establish written plans and procedures for performing full reconciliation of charges applied to CBA travel charge cards, to include the timeframes the reconciliations must be performed within.			Mandatory			Senior Travel Officials


						CBA			Refunds			CBA cardholders shall dispute any improper charges applied to the CBA travel charge card within 12 calendar days of issuance of the CBA monthly statement, and shall log the charge, the date of dispute and any control number provided.  Disputed charges shall be tracked and managed through resolution.			Mandatory			CBA Cardholders


						CBA			Risk Management			Amounts certified for payment to the bank for CBA charges shall be less any disputed amounts.			Mandatory			CBA Cardholders


						CBA			Strategic Sourcing			The CBA shall be used only through the designated TMC or the E-government Travel System in procurring travel services and products.			Mandatory			CBA Approving Official


						CBA			Strategic Sourcing			When lodging is procurred in blocks for employees to be assigned to, then each room shall be aligned to employees’ TDY travel authorizations			Mandatory			CBA Approving Official


						CBA			Risk Management			A hotel room shall not be procured using either an IBA or CBA travel charge card if the hotel room is not directly associated with an individual employee’s approved travel authorization.			Mandatory			CBA Approving Official


						CBA			Tax Recovery			Lodging taxes shall not be applied to CBA travel charge cards. 			Mandatory			CBA Cardholders


						CBA			Risk Management			Non-lodging purchases such as room service, alcohol, laundry, mini-bars, paid television channels or movie feeds/streams, wi-fi, room or room furnishing repairs, or any other charges shall not be applied to CBA travel charge cards. 			Mandatory			CBA Cardholders


						CBA			Risk Management			Each memo-level account shall have not more than two approvers who may authorize charges to be applied to the card: one primary approver, and one alternate approver. 			Mandatory			Program Support Center


						CBA			Training			CBA Cardholders shall be trained to properly review travel authorizations and vouchers to prevent an individual from being reimbursed for travel expenses already paid by the Government directly to the bank are not also reimbursed to an employee or an employee's individually-billed account			Mandatory			Senior Travel Officials


						CBA			Risk Management			When it is determined during the CBA reconciliation process that an expense that has been paid for by the Government and has been improperly reimbursed, the CBA cardholder shall either:

-  Dispute the charge within the timeframes established by the SmartPay contract, or

- If the dispute timeframe has elapsed, then refer the improper payment to the Program Support Center so that offset may be initiated. 			Mandatory			CBA Cardholders


						IBA			Risk Management			IBA travel charge card delinquency rates shall be tabulated and reported by the Program Support Center in the following forums:
- The quarterly Travel Governance Council
- The monthly Travel Leadership Coalition
- The monthly Travel Charge Card A/OPC meeting			Mandatory			Program Support Center


						IBA			Risk Management			IBA travel charge card delinquency rates and names of delinquent employees should be reported to Operational Division heads each month. 			Optional			Senior Travel Officials


						IBA			Risk Management			Senior Travel Officials should provide Operational Division heads with a plan of action each month as to how the month’s IBA travel charge card delinquencies shall be addressed.			Optional			Senior Travel Officials


						IBA/CBA			Training			PSC will develop a training seminar to be hosted annually that will consist of a one hour segment dedicated to travel charge card policy and internal control.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			Employees shall not book any common carrier fare that does not provide a refund to the IBA travel charge card			Mandatory			CBA Cardholders


						IBA			Risk Management			Employees shall not accept coupons or vouchers in lieu of a refund to the IBA travel charge card			Mandatory			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			If common carriers (air, rail or bus) have ticket refund policies that do not provide full or partial reimbursement to the travel charge card used, then that form of transportation shall not be used.			Mandatory			Travel Charge Card A/OPC


						CBA			Risk Management			Employees shall not accept Amtrak coupons or vouchers in lieu of full or partial refund to the CBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA/CBA			Strategic Sourcing			IBA and CBA travel charge cards shall not be used to book non-City Pairs Program “out-of-contract / out-of-channel” tickets except for international air fare operating on specialized routes not served by City Pairs Program airlines or U.S. flagged airlines (Fly America Act).			Mandatory			Senior Travel Officials


						IBA/CBA			Strategic Sourcing			IBA and CBA travel charge cards shall not be used to book non-FedRooms lodging “out-of-contract / out-of-channel.” 			Mandatory			Senior Travel Officials


						IBA/CBA			Strategic Sourcing			IBA travel charge cards shall not be used to book non-FedRooms lodging directly with “out-of-contract / out-of-channel” hotels or through other means such as hotel room aggregator sites or Smart Phone/computer applications except with supervisory pre-approval documented in the E-government Travel System before the start of the TDY and because of FedRooms lodging inavailability. 			Mandatory			Senior Travel Officials


						CBA			Training			CBA Cardholders shall be trained to properly review travel authorizations and vouchers to prevent or detect of improper payments to employees for travel expenses that are planned, scheduled to be, or already paid to the bank by the Government. 			Mandatory			Travel Charge Card A/OPC


						CBA			Risk Management			When determined during the CBA reconciliation process that an expense that has been already paid by Government using a CBA travel charge card and that same expense was improperly claimed and reimbursed, then the CBA cardholder shall either:

- Dispute the charge within the timeframes established by the SmartPay contract, or

- If the dispute timeframe has elapsed, then request salary offset of the expense to the Program Support Center, Financial Management Portfolio, Accounting Services branch.  			Mandatory			CBA Cardholders


						CBA			Risk Management			Limit the Number of Approvers Per CBA travel charge cards: Each memo-level account shall have not more than two approvers who may authorize charges to be applied to the card: one primary approver, and one alternate approver.			Mandatory			Senior Travel Officials


						IBA			Training			Federal Travel Supervisory Approvers shall be trained to properly review travel authorizations and vouchers to prevent an individual from being reimbursed for travel expenses already paid by the Government directly to the bank are not also reimbursed to an employee or an employee's individually-billed account.			Mandatory			Program Support Center


						IBA			Risk Management			Employees shall not make alcohol purchases, including with meals, hotel room service or any other means, using an IBA travel charge card.			Mandatory			Senior Travel Officials


						IBA			Risk Management			The IBA travel charge card shall be used only by the employee whose name is embossed on the IBA travel charge card and only to make travel-related purchases for their own self.			Mandatory			Senior Travel Officials


						CBA			Risk Management			The CBA travel charge card shall be used to purchase Common Carrier transportation (air/rail/bus) for Invitational Travelers.  			Mandatory			CBA Cardholders


						IBA			Risk Management			The contract-provided Travel Management Center’s travel agents shall apply Common Carrier transportation (air/rail/bus), lodging, and rental cars charges to the IBA travel charge card of the employee who is authorized to travel and no other person.   The name the ticket or reservation is assigned to must match the ETS user profile and/or the name embossed on the IBA travel charge card.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			Employees and supervisors shall review travel expense vouchers to ensure that the method of payment for each expense listed on the voucher is the same as the method of payment for each expense listed on the travel authorization.			Mandatory			Senior Travel Officials


						IBA			Risk Management			Employees shall not book any common carrier fare using an IBA travel charge card that does not provide a refund to the IBA travel charge card.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			To reduce the risk of unused tickets, non-refundable common carrier fares of any type or form of transportation shall not be used by the Department			Mandatory			Program Support Center


						IBA			Risk Management			Operational Divisions shall establish internal procedures for initating offsets due to the IBA travel charge card indebtedness that conform to the procedures and requirements established by the Program Support Center, Financial Management Portfolio, Accounting Service branch.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			Operational Divisions shall report one time each fiscal quarter the count of IBA travel charge card indebtedness-related salary offsets referred to PSC in the preceding three months.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			Operational Divisions should report one time each month the count of IBA travel charge card indebtedness-related salary offsets referred to PSC.			Optional			Travel Charge Card A/OPC


						IBA/CBA			Risk Management			Travel expenses for/by employees who bear an IBA travel charge card shall not be applied to a CBA travel charge card.			Mandatory			Program Support Center


						IBA			Risk Management			An employee shall not be issued more than one IBA at a time by the bank.			Mandatory			Program Support Center


						CBA			Risk Management			An employee shall not be issued more than one CBA at a time by the bank.			Mandatory			Program Support Center


						IBA/CBA			Risk Management			The Program Support Center shall report to the Office of the Assistant Secretary for Financial Resources, for reporting to the Office of Management and Budget, the following data:

- Number of IBA travel charge cards
- Number of CBA travel charge cards
- Percentage of employees who are cardholders
- Net number of new accounts (new less canceled)
- Charge card dollars spent; total refunds earned; percentage of potential refunds earned
- Number of cases report to the HHS Office of Inspector General or the Agency/Organization Program Coordinator for possible IBA or CBA card misuse and/or abuse
- Numbe of administrative and/or discplinary actions take for card misuse, including delinquency
- Number of administrative and/or disciplinary actions taken for convenience check misuse
- Number and percentage of travel charge cards with monthly and/or transaction limites ($0-$3,000; $3001 - $5000; $5001 - $7500; $7501 - above)
- Percent of card 
- Number and percentage of travel charge cards with ATM withdrawal limits ($0 - $3,000; $3,001 - $5,000; $5,001 - $7,500; $7,501 – above.)
- Percentage of employees identified by the Department as infrequent travelers			Mandatory			Program Support Center


						IBA			Risk Management			The Program Support Center shall report to the Office of the Assistant Secretary for Financial Resources, for reporting to the Office of Management and Budget, the following narrative information on an annual basis at the same time the first quarter travel charge card statistical reports are submitted:

- The date(s) of most recent and next scheduled independent review (e.g., Office of the Inspector General) for all agency charge card programs;

- A description of the current process for monitoring delinquency, including what reports the agency reviews and what actions are taken when a problem is discovered;

- A description of the steps the agency takes to address turnaround time (> than 15 working days) following voucher submission for travel voucher reimbursement, if applicable;

- A description of the method the agency utilizes to identify and detect possible card misuse, including the use of any specialized information technology solutions as well as any requests to charge card vendors for data reports;

- Agency future plans (within the next 12 months) to enhance charge card systems by automating reviews to detect instances of abuse, misuse, and fraud;

- A description of any best practices the agency employs in charge card management; and

- Any additional useful information regarding charge card programs.

			Mandatory			Program Support Center


						IBA/CBA			Risk Management			The Program Support Center shall report to the Office of the Assistant Secretary for Financial Resources, for reporting to the Office of Management and Budget via the Metric Tracking System the following performance metrics monthly:

- Travel charge card Delinquency Rates, IBAs (IBA) – The balance outstanding over 60 days from the statement date for IBAs divided by the average net charge volume (NCV) for IBAs for the period 2 months to 5 months prior to the period being reported.

- Travel charge card Delinquency Rates, CBAs  – The balance outstanding over 60 days from the statement date for CBAs divided by the average net charge volume (NCV) for CBAs for the period 2 months to 5 months prior to the period being reported.			Mandatory			Program Support Center


						IBA			Tax Recovery			To address the risk of payment of lodging taxes in states exempting Federal employees’ travel expenses from taxation, employees shall be trained on the Internal Revenue Service rule regarding Federal Agencies and tax exempt identifiers/numbers, and where to obtain their Employer Identification Number to use when merchants or states request a tax exempt identifier/number.			Mandatory			Program Support Center


						IBA/CBA			Tax Recovery			To address the risk of payment of lodging taxes for international TDY, the E-government Travel System shall be configured to block the authorizing of lodging taxes and the claiming of lodging taxes on vouchers associated with internatonal travel.			Mandatory			Program Support Center


						IBA			Tax Recovery			Employees shall be trained how to use the tax exempt forms/certificates available from the General Services Administraton.			Mandatory			Program Support Center


						IBA			Tax Recovery			Access to the General Services Administration’s tax exempt forms/certificates shall be promulgated by posting a link to the E-government Travel System.			Mandatory			Program Support Center


						IBA			Tax Recovery			Access to the General Services Administration’s tax exempt forms/certificates shall be promulgated by posting a link to the Program Support Center Web site.			Mandatory			Program Support Center


						IBA			Tax Recovery			A job aid on the use of tax exempt certificates shall be posted to the Program Support Center Web site.			Mandatory			Program Support Center


						IBA			Tax Recovery			Employees performing the role of “Federal Travel Arranger” shall be trained how to access the General Services Administraton’s tax exempt forms/certificates and how to prepare tax exempt forms/certificates for the employees they prepare travel authorizations for.			Mandatory			Program Support Center


						IBA			Tax Recovery			The HHS Transportation Policy will require all employees traveling to tax exempt states to complete a GSA-provided tax exempt form/certificate and upload it to the travel authorization request before submitting the request for supervisory consideration.			Mandatory			Program Support Center


						IBA			Tax Recovery			Supervisors will be trained to review travel authorization requests and ensure employees complete a tax exempt certificate for all TDY to be performed in tax exempting states, and to not approve TDY requests that do not have a completed tax exempt form/certificate uploaded as an electronic document in the travel authorization request.			Mandatory			Program Support Center


						CBA			Risk Management			Phyiscal “hard plastic” CBA travel charge cards shall be kept in a locked cabinet or drawer when not in use.			Mandatory			CBA Cardholders


						CBA			Risk Management			CBA travel charge card numbers shall not be written down into any instructions or “turnover files.”  CBA travel charge card numbers shall be transmitted in a password-protected file only			Mandatory			CBA Cardholders


						CBA			Risk Management			CBA travel charge card numbers shall not be used by any employee except those who are designated in writing as a cardholder. 			Mandatory			Travel Charge Card A/OPC


						CBA			Risk Management			When necessary to set up CBA travel charge card numbers in the E-government Travel System and/or with the supporting Travel Management Center(s), the numbers shall be transmitted in a secure manner using password-protected documents and secure e-mail.  Passwords shall be sent in separate e-mails only to the authorized receipient and in a non-descript manner (not using the workd “password” or “PW” or “P/W” in the e-mail body, the title of the document, or the subject line of the e-mail).			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			Employees shall have a valid travel authorization in the E-government Travel System in which the TDY start date and the TDY end date span the day a travel expense was charged to an IBA travel charge card, except for Common Carrier transportation (air/rail/bus) purchased through the E-government Travel System or the Travel Manaagement Center, or Travel Authorization and Voucher Service fees, all of which may be charged before or after the period of the TDY as appropriate.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			The charge card number on a lodging receipt must match the IBA travel charge card number in the ETS user profile.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Taxicab charges shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Transportation Network Company charges shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Baggage charges shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Fuel charges for rental cars shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Medical appliance rental charges shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Meals shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Hotel meeting space charges, when authorized, shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Excess baggage charges shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Business center charges shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Lodging taxes shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Rental car charges shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Risk Management			Optional rental car insurance shall not be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						IBA			Refunds			Mandatory resort fees associated with lodging shall be applied to IBA travel charge card.			Mandatory			Travel Charge Card A/OPC


						CBA			Risk Management			Operational procedures for reconciling CBA travel charge cards shall be documented.			Mandatory			Travel Charge Card A/OPC


						CBA			Risk Management			Operational procedures for reconciling CBA travel charge cards shall be reviewed annually.			Mandatory			Travel Charge Card A/OPC


						CBA			Risk Management			Operational procedures for reconciling CBA travel charge cards shall be updated annually.			Mandatory			Travel Charge Card A/OPC


						CBA			Risk Management			Operational procedures for reconciling CBA travel charge cards shall be submitted to the Program Support Center annually			Mandatory			Travel Charge Card A/OPC








FY20 Performance Goals


			Promote a climate of internal (management) control of travel charge card program


			Reduce the IBA travel charge card delinquency rate


			Maximize the overall IBA and CBA travel charge card rebate rate


			Make CBA payments in a timely fashion


			Promote payment efficiency and accuracy by reducing risk of erroneous or improper payments applied applicable to IBAs


			Establish a minimal level of workforce competence with regards to IBAs and CBAs, and maintaining it


			Promote accurate CBA reconciliations


			Automate CBA reconciliations


			Reduce risk of travel charge card abuse/misuse








Control Criticality


			Criticality			Descriptor


			5			The control is absolutely critical to the management and reduction of the risk. If this control is ineffective or partially effective, the likelihood and/or consequence of the risk will increase significantly (i.e. increases likelihood or consequence by 3 or more levels)


			4			The control is very important to the management and reduction of the risk. If this control is ineffective or partially effective, the likelihood and/or consequence of the risk will increase  (i.e. increases likelihood or consequence by 2 levels)


			3			The control is important to the management and reduction of the risk. If this control is ineffective or partially effective, the likelihood and/or consequence of the risk will increase  (i.e. increases likelihood or consequnece by 1 level)


			2			The control has some impact on the management and reduction of the risk.  Depending on the criticality of the other controls, an analysis should be undertaken to determine the necessity of this control.


			1			The control has little to no impact on the management and reduction of the risk.  It is unlikely this control is required.








Lines of Defense Matrix


						1st Line of Defense			2nd Line of Defense			3rd Line of Defense


						Control self-assessment. This involves the control owner making a judgement in relation to the effectiveness of the control.

It involves documenting the Department's control processes with the aim of identifying suitable ways of measuring or testing each control. The actual testing of the controls is performed by staff whose day-to-day role is within the area of the Department that is being examined as they have the greatest knowledge of how the processes operate.			Line management review

or

Internal audit of controls against designated performance measures and key performance indicators.

Primary focus is on controls against risks with the highest level of consequence.

Outcomes of control audits provided to control owner. If any change to effectiveness the risk owner needs to be informed as this may change the level of the risk.  Internal audit provides follow up to ensure that control improvements have been implemented within specified timeframes.			External audit conducted on specific controls.

Once again, the focus needs to be on controls against risks with the highest level of consequence.

Outcomes of audit findings are reported to the internal audit function for inclusion in reports to appropriate governance committees. 


			Assurance Priority


			Priority 1			X			External audit			External audit


			Priority 2			X			External audit			External audit


			Priority 3			X			Program management review			Internal audit


			All other controls			X


























Sheet3


			Consequence Level
(of the risk)			Criticality of the Control			Assurance Priority


			Severe			3,4,5			1			It is critical that these controls are effective, therefore, they are the number one priority for the Department's program management activities. Where possible, external auditing should be utilize to provide further assurance


			Major			4,5			2			 It is important that these controls are effective, therefore, they are a significant priority for the Department's program management efforts. Where possible, external auditing should be used to provide further assurance for the criticality 5 controls


			Moderate			5			3			 It is relatively important that these controls are effective. There is limited value gained from external auditing or risk assessment.
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